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1 Overview
1.1 Benefits

A Easy Backup of

Microsoft Exchange Server 2000 / 2003

Microsoft SQL Server 7.0 / 2000

Lotus Domino/Notes 5.0 or above

Oracle 8i or above

MySQL 3.2.4 or above

Windows System State

Outlook and Outlook Express (i.e. *.pst, *.dbx and *.wab)

Important personal settings, e.g. Desktop, Favorite, My Documents and History etc
. Other common files (e.g. *.doc, *.xls)

Support backing up only changes within a file (using in-file delta technology)

Support backing up of open files on Windows XP/2003 (Volume Shadow Copy)

Support backing up of Windows NTFS access privileges, Linux access privileges and modes, Mac OS
X metadata and resource forks

Easy to use, deploy and maintain

CoNoGORrWNE

> > >

>

1.2 Features

(New in 5.2) Full support of Microsoft Exchange individual email, contacts, calendars, tasks etc.
(New in 5.2) Choose whether to restore “file permissions” during restore.

(New in 5.2) For “Local Copy” backup, ability to choose whether to perform a local copy backup only
and skip the offsite backup.

(New in 5.2) Lotus Notes/Domino agent for Linux.

(New in 5.2) Auto Upgrade Agent to automatically upgrade the client software.

User configurable incremental / differential in-file delta backup mode (i.e. backing up only changes
within a file since the last incremental or full backup according to each user’s preference).

Allow in-file delta backup mode to be overridden by each user individually according to backup time
(e.g. enforcing full (or incremental or differential) backup of all files every Sunday or the 1% day of
every month).

Volume Shadow Copy backup (i.e. backing up files even when they are exclusively open, e.g.
Outlook.pst).

In-File Delta backup (i.e. backing up only changes within files).

Off-line backup mode and logout backup reminder.

Customizable backup schedule allows backups to be scheduled at any time.

Compress and encrypt data automatically before sending them to the server (server stores only
encrypted data).

Increment backup strategy ensures that only new or updated files are sent to the backup server.
Support both full backup (database backup) and incremental backup (transaction log backup) for
Microsoft SQL Server 7.0/2000, Microsoft Exchange Server 2000/2003, Lotus Domino/Notes 5.0 and
Oracle 8i or above.

Can integrate with external “Open File Manager” to provide open file backup support to all open files.
Access backup data anytime, anywhere by using a web browser.

Comprehensive backup report lists all files backed up. Backup report delivered automatically via email.
Backup data are CRC validated before they are stored on server.

Fully user customizable data retention policy allows users to have access to deleted files using the
least possible storage space on the backup server.

Can select source backup files easily by using a backup filter, e.g. selecting all *.doc and *.xls in your
computer in a single operation.

Run any custom OS commands before/after a backup job.

Run on Windows, Mac OS X, Linux, NetWare, Unix and all other platforms supporting a Java2
Runtime Environment.

Periodic backup files validation on backup server ensures backup files are 100% valid and fully
restorable when needed.

> > >

> > >

b= >

> > > >

> >

> > > > >

>

> >
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1.3

> > I >

> >

b=

1.4

Security

128-bit point-to-point SSL communication between server and client

Support HTTP/HTTPS Proxy and Socks v4/v5 firewall

Data are 128-bit encrypted when stored on the backup server

Choice of different encryption algorithms, e.g. Twofish, Triple DES, Advanced Encryption Standard
(AES)

Choice of different encryption modes, e.g. Electronic Cook Book (ECB) and Cipher Block Chaining
(CBC)

An random initializing vector, salt and iteration count will be generated by the software automatically
for each file when encrypting your data

Each backup user can restrict online access to his files to his pre-defined list of IP addresses

System Requirements

Server Software ( OBS)

A

> > >

Operating System:
1.  Windows 2000 / XP / 2003 *
2. Linux kernel 2.2 or above ** (e.g. RedHat Linux 6.x or above, though the use of Linux kernel
2.6.9-34 or above is recommended)
3.  Mac OS X 10.2 or above
4.  All other operating systems that supports Java2 Runtime Environment 1.4.1 or above
Memory: 128MB (minimum), 512MB (recommended)
Disk Space: 250MB
Network Protocol: TCP/IP (http/https)

* The use of Windows 2000 WorkStation and XP Professional is only recommended for backup system with less
than 20 users. For 20 or more users, please use Windows 2000 or 2003 Server instead.

Client Software ( OBM)

A

> > >

Operating System:
1. Windows 95/98/ME /NT /2000 / XP /2003
2. Linux kernel 2.2 or above ** (e.g. RedHat Linux 6.x or above, though the use of Linux kernel
2.6.9-34 or above is recommended)
Solaris 2.x or above
Mac OS X 10.2 or above
NetWare 5.1 or above (with Perl v5.8.4 or above)
All other operating systems that supports Java2 Runtime Environment 1.3.1 or above
Memory 128MB (minimum), 256MB (recommended)
Disk Space: 100MB
Network Protocol: TCP/IP (http/https)

o0 AW

** Standard C++ libraries for backwards compatibility compiler (compat-libstdc++-x.x-y.y.y.y.i386.rpm) must be
installed if you are not using a Linux 2.2 kernel. These libraries are required to run all Java applications.
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2 Installing G-OBM

Before you can start backing up data to the Gigasoft Offsite Backup Server, you need to install the Gigasoft
Online Backup Manager (G-OBM) client onto your computer.

2.1 Installing G-OBM for Windows

1. Download the Gigasoft Online Backup Manager installer from our website.
2. Double click the icon to run the installer.
3. Follow on screen instructions.

4. After installation, G-OBM will start automatically.
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2.2 Installing G-OBM for Mac OS X

1. Download the Gigasoft Online Backup Manager installer from our website.
2. Expand the zip file.

3. Double click the pkg file icon to run the installer.

4. Follow on screen instructions.

5. After installation, the installer will need to restart your computer

6. After restarting your computer, click the newly added G-OBM icon on your desktop. You can manually
drag the icon to your dock bar if you wish.

2.3 Installing G-OBM for Linux

1. Download the Gigasoft Online Backup Manager tarball release from our website.

2. Set the OBM_HOME environment variable

# export OBM_HOME=/usr/local/obm

3. Expand the client software to $OBM_HOME

# mkdir $OBM_HOME
# tar 1 x 1 C $OBM_HOME -zvf obm-linux.tar.gz

4. Install G-OBM

# cd $OBM_HOME
# ./bin/install.sh

5. Start Auto Upgrade Agent
# /etc/init.d/auaobm start
6. Start backup scheduler
# /etc/init.d/obm-scheduler start
7. Set the DISPLAY environment variable
# export DISPLAY=IP_ADDRESS_OF_XTERMINAL[:0.0]
8. Run G-OBM

# sh $OBM_HOME/bin/BackupManager.sh &

Gigasoft Holdings Plc Page 8 of 102 (March 31, 2008)



r.; Gigasoft Holdings Plc Gigasoft Online Backup
User Guide

2.4 Installing G-OBM for Netware

1. Download the Gigasoft Online Backup Manager zip release from our website.
2. Expand the zip file to SYS:\OBM
3. Install G-OBM
SYS:\> SYS:\OBM\aua\bin\install-aua.ncf
4. Start Auto Upgrade Agent
SYS:\> SYS:\OBM\aua\bin\startup.ncf
5. Start backup scheduler
SYS:\> SYS:\OBM\bin\Scheduler.ncf
6. Run G-OBM

SYS:\> SYS:\OBM\bin\BackupManager.ncf

2.5 Installing G-OBM for Sun Solaris

1. Download the Gigasoft Online Backup Manager tarball release from our website.

2. Set the OBM_HOME environment variable

# export OBM_HOME=/usr/local/obm; export OBM_HOME

3. Set the JAVA_HOME environment variable to the directory where J2SE Java Runtime Environment (JRE)
1.4.x has been installed

# export JAVA_HOME=/usr/java/j2rel.4.x; export JAVA_HOME
4. Expand the client software to $OBM_HOME
# mkdir $OBM_HOME
# cd $OBM_HOME
# gunzip -c obm-solaris.tar.gz | tar i xf -
5. Install G-OBM
# ./bin/install.sh
6. Start Auto Upgrade Agent
# /etc/init.d/auaobm start
7. Start backup scheduler
# /etc/init.d/obm-scheduler start
8. Set the DISPLAY environment variable

# export DISPLAY=IP_ADDRESS_OF_XTERMINAL[:0.0]

9. Run G-OBM

# sh $OBM_HOME/bin/BackupManager.sh &
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3 Uninstalling G-OBM

This section describes the steps required to uninstall G-OBM from your computer.

3.1 Uninstalling G-OBM for Windows

1. Open [Start] -> [Control Panel] -> [Add/Remove Programs]

2. Select [G-OBM] from the list and press the [Remove] button

3.2 Uninstalling G-OBM for Mac OS X

1. Remove all program files by running

# cd $0OBM_HOME/bin
# sudo ./uninstall.sh

2. Remove all backup setting by removing ~/.obm

#rmirf~/.obm

3. Restart your computer

3.3 Uninstalling G-OBM for Linux

1. Change user to Arootdo or equivalent

2. Remove all program files by running

# cd $0OBM_HOME/bin
# ./uninstall.sh

3. Remove all backup setting by removing ~/.obm

#rmirf~/.obm

3.4 Uninstalling G-OBM for Netware
1. Stop the running backup scheduler by running
SYS:\> touch SYS:\OBM\ipc\Scheduler\stop

2. Stop the running auto upgrade agent by running

SYS:\> SYS:\OBM\aua\bin\shutdown.ncf
3. Remove all program files by removing the directory SYS:\OBM

4. Remove all backup settings by removing the directory SYS:\.OBM
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3.5 Uninstalling G-OBM for Solaris

1. Change user to Arooto or equivalent

2. Set the OBM_HOME environment variable

# export OBM_HOME=/usr/local/obm; export OBM_HOME

3. Set the JAVA_HOME environment variable to the directory where J2SE Java Runtime Environment (JRE)
1.4.x has been installed

# export JAVA_HOME=/usr/java/j2rel.4.x; export JAVA_HOME

4. Remove all program files by running

# cd $0OBM_HOME/bin
# ./uninstall.sh

5. Remove all backup setting by removing ~/.obm

#rmirf~/.obm
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4 Using G-OBM

This chapter will describe all the features available in G-OBM and outline how you can use G-OBM to meet various
backup needs.

4.1 System Tray Launcher (Windows Only)

After you have successfully installed G-OBM onto your computer, a G-OBM icon will be added to the system tray
area (next to your system clock) automatically.

Help
Stop Running Backup  »

Exit

This icon is the entry point to G-OBM. Right clicking the icon will show a menu that provides the following

functions:

Menu Item What it does

Open Run G-OBM.

Backup Runs a specific backup set (or all backup sets) chosen from the sub-
menu in silent background mode.

Backup and Logoff Runs a specific backup set (or all backup sets) chosen from the sub-
menu in silent background mode and then logoff from Windows when
finished.

Backup and Restart Runs a specific backup set (or all backup sets) chosen from the sub-

menu in silent background mode and restart Windows when finished.

Backup and Shutdown | Runs a specific backup set (or all backup sets) chosen from the sub-
menu in silent background mode and shutdown the computer when

finished.

Help Shows a help dialog

Stop running backup Interrupts a running backup set (or all backup sets) chosen from the
sub-menu.

Exit Close this system tray launcher application.
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4.2 Logon Dialog

Before you can use G-OBM, you have to be authenticated by the Offsite Backup Server first. The logon dialog
shown below will check if you have the right to access G-OBM by submitting the username and password you
provided to the backup server.

% Gigasoft Online Backup Manag... E||E|rg|

t\; Login KMame: demc||

Password:  |#@8®

Save password

rLanguage

[English v

rBackup Server
& http ) hitps

Address: |www celukorggs

rProxy Setting
O Proxy ) Socks @ Mone

[ OK H Cancel H Options ==

|Please logon to Gigasoft Online Backup Manager.

4.3 Language Selection

You can switch the language of the G-OBM user interface by choosing the desired language available from the
[Language] drop down list. The languages available includes English, Czech, Danish, Dutch, French, Spanish,
Portuguese, Icelandic, Norwegian, Finnish, Italian, German, Swedish, Chinese (Traditional and Simplified),
Japanese, Lithuanian and Slovenian.

% Gigasoft Online Backup Manag,.. EHE|§|

L'\,( Login Mame: |demao

" Pasgword. | @08®

Save password

[[ok [ cancer | [ optons <<

Please logon to Gigasoft Online Backup Managet.

4.4 User Profile

After the backup server authenticates you successfully, the G-OBM main window appears. You can then use G-
OBM to update your user profile.

Gigasoft Holdings Plc Page 13 of 102 (March 31, 2008)



.g Gigasoft Holdings Plc

Gigasoft Online Backup
User Guide

% | Gigasoft Online Backup Manager,

Backup Set Backup Restore
15| save setting | P

&> Backup Cantroller

Tools View Help

[ |2 user Profle

EEX

2 User Profile
=[] FileBackupSet-1

+--/if Backup Source

{9 Backup Schedule
Backup Filter
Command Line Tool
Setting
Encryption
Retantion Palicy
-5 Extra Backup

User Information

Login MName:  dema

D\SNBYNBI’YIE Demo Account

Aceount Infarmation
Gunta: A0

-2 In-File Delia
Lo Lacal Copy

Time Zone: | GMT+00:00 (BST) v

Caontact

Contact Name: Demo Account
Email Address: demo@your-company cam

@ Backup | @ Restore | [@ Log

Velcome to Gigasoft Online Backup Manager!

Quota (Remaining / Total): 50M/ 500 |Last Backup: -

You can perform the following update to your user profile.

To change your [Password], press the [Change] button next to the password field. A Change Password dialog will
appear. Enter your original password and new password into the text field of this dialog and press [OK].

Ol Paszword:

|
Wew Paswond: I
!

Confirm New Password:

DE | Cancel

To change your [Display Name], press the [Change] button next to the display name field. A Change Display
Name dialog will appear. Enter the new display name and press [OK].

Dizplay Mame: |Dem|:| Accaunt

0K | el |

To change your [Time Zone], just select your time zone from the drop down list next to the time zone entry.

To add a new contact email to this account, press the [Add] button in the [Contact] section. A [Add New Contact]
dialog will appear. Enter a name and an email address in the text field provided and then press the [OK] button.

444 ne T x|

Contact Name: I

Email Address: I
(0):4 | Canecel |

To remove a contact email, select the email that is to be removed from the email list and press the [Remove]
button. Press [OK] to confirm the removal.

To update a contact email, select the email that is to be updated from the email list and press the [Properties]
button. A [Update Contact Property] dialog will appear. After you have made the changes that you want, press
the [OK] button.
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Contact Mame: IDEmD ﬂ\ccounﬂ

Ernail Address: Idemn@yuur—wmpany.wm

)4 | Cancel |

4.5 Backup Logs

All backup activities are logged to backup activity log files. They are available for reviewing from G-OBM.

How to review backup activities?

You can review all your backup Jobs by

1. Select the [Log] tab available at the bottom of G-OBM

2. Select the Backup Job you want to review on the [Log Controller] panel

% Gigasoft Online Backup Manager,

I,El Save Setting

Backup Set Backup Restore Toaols Yiew Help

D
D
D
D
D
D
a

Start running pre-commands

Finished running pre-commands

[Shadow Capy] Another snapshot of this valume is running
aiting for other backup job to finish

Start running post-commands

Finished running post-commands

Backup Interrupted by User

[é‘ Log Cantraller Log Tahle (2008/03/27 13:51:08) Fage: (151 =
FileBackupSet1 Type | Log Time
2 @ Start [Windows XP (CCLLAPT), GigasoftOBM 5.2.4.0] [2008/03i27 13:51:08]

[2008/03/27 13:51:08]
[2008/03/27 13:51:08]
[2008/03/27 13:51:08]
[2008/03/27 13:51:08]
[2008/03/27 13:52:08]
[2008/03/27 13:52:08]
[2008/03/27 13:52:04]

Show: | All | Logs perpage: (500

& Backup | &) Restore| @ ng|
Backup Interrupted by User

Guota (Remaining f Total): 50M 7 50M |Last Backup: -
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5 Setting Up Backup Sets

A backup set contains all backup settings of a backup operation. This section will describe all features available
within a backup set and explain how you can use each of them to achieve various tasks.

Each backup account can have multiple backup sets. Each backup set is an individual and independent entity. For
example, if you want one directory to be backed up during the day and another directory to be backed up during
the night, you can create two backup sets, each with a different backup schedule and backup source, to serve
this need.

To create a new backup set, simply click [Backup Set] -> [New]and choose a backup set type. Fg
creat e a fAFile Backup Seiscthagtasr the rest of th

¥ Gigasoft Online Backup Manager
Backup Restore Tools Wiew Help
| File Backup Set

(A remove  » [ System State Backup Set
m Lotus Backup Set

-3- MS Exchange Backup Set

det1

|5 save setting

ﬂ Exit ‘r“ M3 Exchange Mail Level Backup Set
- [Epackups [ M5 50L Server Backup Set
i ;"; Backup Fi [ mySQL Backup Set entication for Yindows:
; E Comman (5 oracle Database Backup Set
= ,'J Setting oG T
gy Encryption Password
~fif Retention Policy
=] Extra Backup
[ In-File Delta .
i 'Q;' Local Copy Run scheduled backup on this cormputer

E| Log Table (FileBackupSet-1)
Type | Log Time
53]

@ Start[Windows XP (CCLLAPT), GigasofOBM 5.2.4.0] [2008/03/27 13:51:08] A
@ Startrunning pre-commands [2008/03/27 13:91:08]
@ Finished running pre-commands (20080327 13:51:08]
@ [Shadow Copy] Another snapshot of this volurme is running [2008/03/27 13:51:08]
@ Waiting for other backup job to finish [2008/03/27 13:51:08]
@ Startrunning post-commands [2008/03/27 13:52:08] 3
& Backup | @ Restore | [ Log
Backup Interrupted by User Quota (Remaining / Total): 50M [ 50M |Last Backup: -

5.1 Backup Set Type

A backup set can be of one of the following types:

Backup Type Description

File Backup set type to backup common files/directories

Microsoft SQL Server Backup set type to backup Microsoft SQL Server 7.0/2000

Oracle Database Server Backup set type to backup Oracle 8i/9i database

Lotus Domino/Notes Backup set type to backup Lotus Domino/Notes

Microsoft Exchange Server | Backup set type to backup Microsoft Exchange Server 2000 / 2003
MySQL Backup set type to backup MySQL Server

System State Backup set type to backupMi cr osoft Wi ndowds Sy
Microsoft Exchange Mail Backup set type to backup individual emails, contacts, calendars,
(MAPI) tasks etceteras from Microsoft Exchange Server 2000 / 2003

Backup set type is defined at backup set creation and cannot be modified. If you want to change the backup set
type, you have to create another backup set in the new backup set type.

5.2 Backup Source

A i Bckup Sourceo defines the files/directories that are to be included in a backup set. There are two types of
backup source: Selected and Deselected. Selected backup source defines files/directories that are to be included
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in @ backup set while deselected backup source defines files/directories that are to be excluded from a backup set.
Online Backup Manager will generate appropriate backup source setting for you automatically when you make
your backup source selection on G-OBM.

Pl ease note that for Windows operatéantged ycpemat i nd ftihlee di Hi Rec pmme
enabled for the file explorer, system folders/files will not be shown in the backup source. By selecting the parent

folders however, all subfolders (including system folders/files) will be included in the backup set. Thus if you want

to exclude system folders (e.g. recycle bin) from the backup, please select the desired folders/files directly rather

than selecting the parent folder. Alternatively, you can enter the corresponding system path to the [Exclude List]

of the backup set using the web interface.

From the [Standard] node available at the top of the [Backup Source] tree, you can easily select the following
common folders to be backed up:

1. fiMy Documentso folder

2. fiOutlooko and fiOutlook Expresso mail store folder
3. fiFavoriteso folder

4. fiDesktopo folder

From the [Options] node available below the [Standard] node, you can easily select other common folders to be
backed up as well. They include the fiApplication Datao folder, the fiStart Menuo folder, the fiTemplateso folder, the
fAll Usersé Documentso folder, the fiTemporary Internet Fileso folder, the fiCookieso folder, the fiFonto folder, the
fiHistoryo folder, the fApplications Datao folder, the fiNethoodo folder, the fiPrinthoodo folder, the fiRecento folder
and the fiSend too folder.

% Gigasoft Online Backup Manager g@g|

Backup Set Backup Restore Tools View Help
|5 save Setting | P> start Backup [l

\'} Backup Cantraller ,_x rqj Backup Source (FileBackupSet-1) EI
(-2 User Profile BD@ Standard
I‘:'!---iﬁl_‘ DB My Documents (CiDocuments and Settings\justin CCLDOMAIM MY Docume
Dlj CQutlook (CiDocuments and Settingsijustin CCLOOMAINILocal Settingsiappl
{Backup Schedule |:|L"$] Outlook Express
ackup Filter £-[]U¢ Favorites
Cammand Line To -3 Deskop
1 setting £  Options
----- fi Retention Palicy
----- EI Extra Backup
----- (/% In-File Delta 3
----- Y Local Copy CZ# 01921681 32 backup (<)
[ 32 ucclservenidata drivel (v)
CZ#n192.168.1 8% olume_11(Z)
-]l bty Sharing Folders
= %3 My Network Places
= @ Entire Metwork
i-_’ LogMeln Virtual Disk MNetwork
Y Microsoft Terminal Services
£ (9 Microsoft Windows Metwark
(- €9 Weh Client Metwork
< >
Log Table (FileBackupSet-1)
Type | Log Time
£ >

& Backup | @ Restore| [ Log
Backup Interrupted by User Guata (Remaining / Total): 500/ 500 |Last Backup: -
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The checkbox next to the files/directories shown above can be in one of the following mode:

Mode | Description

[+ | All files/directories (recursively) under this directory will be backed up

[+ | All files/directories (recursively), except those explicitly excluded, under this directory will
be backed up. If you add files/directories to this directory in the future, they will be
backed up as well.

[ | Only the checked files/directories under this directory will be backed up. If you add
files/directories to this directory in the future, they will NOT be backed up.
Nothing under this directory will be backed up.

5.3 Mapped Network Drive

If you need to backup a mapped network drive on Windows (it will only work in Windows NT/2000/XP/2003), you
must enter your Window& domain, username and password into the [Network Resources Authentication for
Windows] section as shown below. It is required because scheduled backups will always run under the context of
Windowd fiLocal Systemod account (which does not have the privileges required to access network resources) by
default. G-OBM needs to collect your Windows username, password and domain name to authenticate itself to the
windows domain controller to acquire the required access privileges to the network files to be backed up. If you
dond supply a username and password, G-OBM will have problems accessing network resources in its scheduled

backup Jobs.

If you need to backup network mapped drive in scheduled backup, please do this:

i Select the backup set from the left panel and press the [Properties] button

% Gipasoft Online Backup Manager E@El

Backup Set Backup Restore Toaols View Help
15 save Setting P Start Backup [l

&> Backup Contraller

» [# [ Backup Set- FileBackupSet

E:UserPrnﬂle

. Backup Set
=@ jleBackupget]

Mame: FileBackupSet-1
Type:  File Backup

ackup Source
PBackup Schedule
-2 Backup Filter

E1 command Line To

Darnain
User Hame
Passward

~-faf Retention Policy
IS E Extra Backup

- {In-File Defta

E r1'| Local Copy

Tvpel

Metwark Resources Authentication for Windows

Run scheduled backup on this computer

E Log Table (FileBackupSet-1)

Log

Time

< >

& Backup @ Restore | [@ Log

Backup Interrupted by User

Quota (Remaining / Total): 506§ 50M Last Backup: -

ii.  Enter your Windows domain, username and password into the dialog shown below and press [OK]
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et-1 Properties x|

MNarme: IFiIeBackupBet—1

Type:  File Backup

Network Resources Authentication for Windows————————————

Domain: |wind0ws-dumain

User Mame: Idemo-user

Pasgward: I*mm

0K | Caneel |

iii. Press the [Save Setting] button on the toolbar

The steps above apply only to computers running in a Windows domain. If you don& have a windows domain with
your network and you are using a workgroup or using a NetWare server, please use the finet usedo command to

authenticate the running backup process against the computer hosting the mapped drive. Otherwise, you will get
fiAccess Deniedo error from the backup report.

For example, if you want to backup \\SERVER\SHARE that is located on a NetWare server (or another computer

in a windows workgroup) and you are getting "Network drive is not accessible" error message, please try adding
the following command as a [Pre-backup command]

net use \\SERVER\SHARE [PASSWORD] /USER:[DOMAIN | MACHINE_NAME]\[USERNAME]
E.g.

Add new Pre-backup Command Line Tool x|

Mame IPre-backup Command-1

Caommand: |net use WNetware\Data oassword JUSER: peter

WorkingDirectory:I Browse |
ok | Cancel |

Enter one of the following commands directly into the Pre-Backup Command:

net use \\Netware\Data password /USER:peter
net use \\WorkgroupComputer1\Data password /USER:WorkgroupComputerl\peter

This will authenticate the current process with the NetWare server (or another computer in a windows workgroup)
and backup will then run correctly.
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5.4 Backup Schedule

A i Bckup Scheduleo defines the frequency and the time that backups should run automatically.

-] BEH]
Backup Set Backup Restare Tools View Help |
JEJ Save Betting ’ Start Backup -

\.1 Backup Contraller r_x ;9 Backup Schedule (FileBackupSet-1)

[—:U_$Efpfﬂﬂ‘ﬁ ackupSehedile-1 Tine: Naili
=@ FileBackupSet-1
[ Backup Source

A

BackupSchedule-1 Properties

Narne: |BackupSchedule-1
Backup
Files

Type

o

Retention Policy

-5 Extra Backup (=) Daily Owieekly (O Monthly (O Custam
i-[ s In-File Delta
ey Local Copy Day

Batkup averyday

Start

Start Time ¢hhemm): |21 % 2 00 %
Properties
Stop
[ Log
(3} Stop on completion (Full Backup) .
Type o Time

< >

& Backup @ Restore| [ Log

Backup Interrupted by User Quota (Remaining / Total): 50M /500 | Last Backup: -

Backup schedule can be in one of the following types:

Type Description

Daily Backup Jobs will run everyday

Weekly | Backup Jobs will run on the specified day(s) of every week

weekend, last weekday) of every month

Monthly| Backup Jobs will run on the specified day or on a day with a given criteria (e.g. first

Custom | Backup job will run once on any particular date

For each schedule type above, backup will run at the scheduled time for a maximum of the duration specified (or
until all data are backed up if [Stop on backup completion] option is chosen). If a backup job does not finish

within the maximum duration specified, it will be interrupted.

Please note that you can have more than one schedule within a backup set. For example, you can have a daily
backup schedule that runs at 13:00 at noon and another daily backup schedule that runs at 00:00 at midnight.
The combination of these schedules effectively creates a backup schedule that runs daily at 00:00 and 13:00

every day.

5.5 Backup Filter

A il Bckup Filtero defines the file selection rules that allow user to easily include/exclude files into/from the

backup set by applying user defined criteria(s) to the file names or directory names.

There are some basic rules regarding backup filters:

i Filters are checked in creation order. Once inclusion/exclusion has been identified, the remaining

filters won't be checked.

ii.  Inclusion/Exclusion made by filter always takes precedence over backup source selections

iii. If all filters do not apply to a particular file, this file is then checked for inclusion/exclusion backup

source selections
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[ BEE|
Backup Set Backup Restore Tools View Help
5 2ave setting P Start Backup [
(S Y-EN el Add new Backup Filter El
=2 User Profile -
E--ﬁj‘FiIeBackupS Mame: Filter-1
L q Top Directory:
Apply To
(55 Encrypti File [] Directory
~-fif Retentio
rg Extra Ba Pattern Matching
~Lin-File D Type: (& Text O Regular Exprassion
ey Local G _ _
) starts with (=) containg ) ends with
Pattern: Add
Filter Mode Time
@ Include matched ) Exclude matched
[1 exclude all others
< ¥
& Backup & Restore | [ Log
Backup Interrupted by User Quota (Remaining [ Totaly: 50M [ 50M |Last Backup: -
Key Description
Name The name of a filter
Top Directory The top directory to which this filter is applied. Filtering rules will be applied to
all files and/or directories under this directory.
Apply To Define whether to apply the filtering rule to files and/or directories

Pattern Matching |It defines the filtering rules of a filter. A filtering rule can be of one of the
following types:

[Starts With] Include/Exclude all files/directories with name starting
with a certain pattern.
For example: You can use B* to match all files with
name starting with a ®@dcharacter

[Contains] Include/Exclude all files/directories with name
containing a certain pattern.
For example: You can use *B* to match all files with
name containing with a @écharacter

[Ends With] Include/Exclude all files/directories with name ending
with a certain pattern.
For example: You can use *.doc to match all files with
name ending with adocé(all Word documents)

[Regular Expression] Include/Exclude all files/directories with name matching
a regular expression.

Filter Mode Defines whether you want to include or exclude matched files into/from the
backup set. Also, for those unmatched files, you can choose to exclude (if
include filter type) or include (if exclude filter type) them into/from the
backup set.

Example 1:
If you want to backup only Word, Excel and PowerPoint documents in your document directory (e.g. C:\My

Documents), you should setup your backup filter as follows.

Top Directory
Apply To
Matching Type

C:\My Documents
File (true)
End With
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Matching Patterns
Filter Mode
Exclude all others

*.doc, *.xls, *.ppt
Include
True

Example 2:
If you want to backup all files, excluding all *.exe, *.dll and *.tmp, in C:\Applications, you should setup your
backup filter as follows.

Top Directory C:\Applications

Apply To = File (true)
Matching Type = End With
Matching Patterns = *.exe, *.dll, *.tmp
Filter Mode = Exclude

Include all others = True

Example 3:
If you have made your selection of files (all under C:\) from the backup source setting but you want exclude all

images (e.g. *.jpg and *.gif) from your selection, you should setup your backup filter as follows.

Top Directory = C:\

Apply To = File (true)
Matching Type = End With
Matching Patterns = *.jpg, *.gif
Filter Mode = Exclude
Include all others = false

Please note that the [Include all others] setting is not enabled because you dond@ want to include all other files
(NOT *.jpg, *.gif) under C:\ into the backup set.

Example 4: (advanced)

If you want to include everything, except the filogo directory, under C:\Applications into a backup set, you should
setup your backup filter as follows.

Top Directory
Apply To
Matching Type

C:\Applications
Directory (true)
Regular Expression

Matching Patterns ~log$
Filter Mode Exclude
Include all others True

Example 5: (advanced)

If you want to include all directories named flogo from the backup set files with file name starting with fiBo and
ending with f*.doco under C:\My Documents into the backup set, you can use a regular expression of
ANB.*\.doc$0 to do your selection. The filter backup can then be setup as follows.

Top Directory C:\My Documents

Apply To = File (true)
Matching Type = Regular Expression
Matching Patterns = ~B.*\.doc$

Filter Mode = Include

Exclude all others = True

5.6 Pre/Post-Backup Command

The i ®@mmand Line Toolo feature has two major components, the [Pre-Backup] command and the [Post-Backup]
command. You can use the [Pre-Backup] or [Post-Backup] commands to run any native OS (operating system)
commands before or after running a backup job.
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>

Backup Set Backup Restore Tools View Help
|5 save Setting | P> Start Backup [l

\.‘3 Backup Controller r_x [ﬂ Cammand Line Toal (FileBackupSet-1)

AEE|

[—;‘.UserProﬂIe

5 [ FileBackupSet-1

----- i Backup Source

™4 Backup Schedule

Fre-backup

Mo existing Comrmand Line Tool

Command:
Wiorking Directory:

p) Encryption
----- fiif Retention P4
----- EI Exira Backuj
----- {5 In-File Delta| Name:

""" ré' Local Copy Command:

X

Add new Post-backup Command Line Tool

Fost-hackup Command-1

Browse
Cancel

Wiarking Directory:

| | |
Log Tahle FileBackupSet-1}
Type | Log |

Time

< *

& Backup | € Restore | [ Log
Backup Interrupted by User

Quota (Rernaining f Tatal): 500/ 50M |Last Backup: -

Both [Pre-Backup] and [Post-Backup] commands comprise of the following parameters:

Key Description
Name Name of this Command
Command The command to be run

(e.g. C:\My Documents\Application.exe or C:\My Documents\BatchJob.bat)
The directory at which this command will run

Working Directory

The backup set type affects the time at which [Pre-Backup] and [Post-Backup] commands run. The following

table outlines when [Pre-Backup] and [Post-Backup] commands will run in different types of backup set.

Backup Set Type

When Pre -Backup Commands run?

When Post -Commands run?

File

Before uploading backup files

After uploading all backup files

Non-File Backup Sets
(e.g. Microsoft SQL

Before spooling backup files to
temporary directory

After spooling backup files to
temporary directory (i.e. before

Server) the first backup file is uploaded)

Note: You should never backup an application while it is running as this can result in inconsistent and unusable

files getting backed up. Please uset he #AVol ume Shadow Copyo feature if youdre ru
make use of the Pre-Backup Command feature to shutdown your application before running a backup job and use

the Post-Backup Command feature to restart your application after the backup job has completed.

For Example

You want to stop Microsoft Outlook using the Pre-Backup Command and restart it after backup using the Post-
Backup Command, create the two following text files and assigned the files to Pre-Backup and Post-Backup
Command.

1. Create a text file named AOutl ook Clfolevwingwhoslibesusi ng notepad wi

Set objOLK = createObject("Outlook.Application™)

objOLK.quit
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2. Create a text file named fOut | withkhefolawinghbnet 6 using notepad

"C: \ Program Files \ Microsoft Office \ OFFICE11\ OUTLOOK.EXE"

5.7 Temporary directory

If you are running a file backup job with in-file delta enabled or a database type backup job, G-OBM will generate
temporary files and the directory that will be used to store all these files are defined by [Setting] -> [Temporary
directory for storing backup files]. Please set this to a non-system disk partition that has enough free space to
avoid problems.

You can set the [Temporary directory for storing backup files] to a mapped network drive. If you choose to do
this, please use a UNC path (e.g. \\SERVER\SHARE) and dond forget to configure the [Backup Set] -> [Network
Resources Authentication for Windows] setting.

To conserve the use of disk space, you can set the [Remove temporary files after backup] option to delete the
temporary files automatically after a backup job has finished.

5.8 Transfer Block Size

Transfer block size defines the block size G-OBM will use to transfer your backup blocks. Generally, backup jobs
using a larger block size will have better performance, because of the smaller number of connections involved.

However, some firewalls or proxy servers may block out-going network traffic (HTTP/HTTPS POST method) with
large block size for security reasons. If you are in a network with this type of restriction, please lower the
transfer size value and try again.

To change the transfer block size of any backup set, please select the [Setting] node on the left panel to invoke
the [Setting] panel on the right. You can then make changes to the [Transfer Block Size]. After you have made
your changes, just press the [Save Setting] button on the toolbar.

% Gigasoft Online Backup Manager g@@
Backup Set Backup Restore Tools View Help

| save Setting | Start Backup [l

\'} Backup CGaontraller ,'_x ,.j Sefting (FileBackupSet-1)
1
I’_-=_ prs‘eFr.::‘rEDﬂlek et Termporary directory far storing backup files
=-|@ FileBackupSet-
Backup Source CADocuments and Setingsyustin, CCLDOMAIN. o
&) Backup Schedule
Backup Filter Transfer Block Size
Dmand Line To 128k | Bytes
ingg
Encryption
iy Retention Policy
-5 Extra Backup
[ InFile Delta
e Local Copy
Yolume Shadow Copy (Windows 2003 & XF)
Enable Volume Shadow Copy
®vYes O Mo
Log Table (FileBackupSet-1)
TyRe | Log Time
< >

& Backup | &) Restore | [ Log
Backup Interrupted by User Quota (Remaining f Total): 50M /500 Last Backup: -

5.9 Follow Symbolic Link (Linux/Unix/Mac only)

Under Unix/Linux/Mac, users can create a symbolic link to link a file/directory from another directory. This setting
defines whether you want G-OBM to traverse any symbolic links encountered on your backup path.

To change the follow symbolic link of any backup set, please select the [Setting] node on the left panel to invoke
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the [Setting] panel on the right. You can then make changes to the [Follow Symbolic Link]. After you have made
your changes, just press the [Save Setting] button on the toolbar.

5.10 Microsoftdé ¥olume Shadow Copy Service (VSS)

Microsoft Volume Shadow Copy Service (VSS) allows you to backup files that are exclusively opened. Without

VSS, you will get the error message i T h e
portion

process

cannot

a ¢ ¢ another proeessfthasl lecked eac au s e

o fif youhare thying tothackup a file that is exclusively opened (e.g. Outlook PST file).

Please note that VSS is only available on Windows XP / 2003 and you must have administrative privileges to start
the VSS service on a computer. Also VSS will only work if at least one of your partitions is formatted using NTFS.

If you are running Windows 2003,

please

install

the Windows 2003 VSS hot fix available in

http://support.microsoft.com/default.aspx?scid=kb;en-us;887827 before running VSS.

If you are running into problems with VSS running on Windows XP / 2003, Microsoft's recommendation is to try
re-registering the Volume Shadow Copy Service again. Simply run the script [OBM Home]\bin\RegisterVSS.bat to

do so.

For more information, please take a look at the following page for a technical introduction to Volume Shadow

Copy Services (VSS):

http://technet2.microsoft.com/windowsserver/en/library/2b0d2457-b7d8-42c3-b6c9-59¢145b7765f1033.mspx

5.11 Encryption

Before your files are sent to the Gigasoft Offsite Backup Server, all your files are compressed and encrypted
using your choice of encryption algorithm, mode and key. The following table explains all encryption parameters

available within a backup set.

Note:

Encryption settings are set at backup set creation time and cannot be modified. You need to create a new backup
set if you want to change your encryption settings for a backup set.

% Gigasoft Online Backup Manager Q@El

Backup Set Backup Restore Tools View Help
|5 save Setting | P Start Backup [

5.‘3 Backup Controller r? a2 Encryption (FileBackupSet-1)

[-: User Profile
5-|@) FileBackupSet-1

i Backup Source

] Backup Schedule

Backup Filter

Cormrand Line To

Setting

iy Retention Palicy
EE)dra Backup
[ InFile Delta

e Local Copy

< >

& Backup | & Restore| (& Log

Backup Interrupted by User

Encryption
Algarithim AES
Mode ECE

Encrypting Key: ==+
Mask Encrypting Key

E Log Tahle (FileBackupSet-1)
Type ‘ Log Time

Quota (Remaining f Totaly: S0M £ 50M |Last Backup: -
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Parameter Description

Encryption Algorithm |It defines the encrypting algorithm used to encrypt your backup files. There are
three encryption algorithms available:

[AES] Advanced Encryption Standard algorithm
[DESede] Triple DES algorithm
[Twofish] Twofish algorithm

We recommend the use of AES as it has been chosen as the encryption standard
for commercial use. Please refer to references on Cryptography for more
information about encryption algorithms.

Encryption Mode It defines the encrypting mode used to encrypt your backup files. There are two
encryption modes available:

[ECB] Electronic Cook Book Mode
[CBC] Cipher Block Chaining Mode

We recommend the use of CBC mode as it offers better security. Please refer to
references on Cryptography for more information about encryption modes.

Encrypting Key The key used to encrypt all files within a backup set. Please write it down on
paper and keep it in a safe place. If the key is lost, you will not be able to
recover your files from the encrypted backup files.

5.12 Retention Policy

During backup, if G-OBM finds that you have deleted a file (or updated a file) on your computer, it will put the
corresponding deleted (or updated) file already backed up on the backup server into a retention area. The
retention policy setting defines how long files inside the retention area will be kept on the backup server before
they are deleted automatically from the server.

Retention policy will only affect firetainedo file (i.e. files that have already been deleted or updated on your
computer and thus are moved to the retention area of the backup server). For those files that have not been
updated on your computer, the backup of these files is kept in the data area on the backup server and wond be
affected by the setting of retention policy. These backup files of unchanged files will stay on the backup server
forever until the original files are removed (or updated) from your computer.

Standard Retention Policy

The [Standard] retention policy allows you to delete retained files automatically after a user defined number of
days or after a user defined number of backup Jobs. To change the retention policy setting of any backup set,
please select the [Retention Policy] node on the left panel. You can then make changes to your retention policy
under the [Retention Policy] section. After you have made your changes, just press the [Save Setting] button on
the toolbar.
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% Gigasoft Online Backup Manager

Backup Set Backup Restore Tools View Help
|,5| Save Setting ’ Start Backup !

t.‘} Backup Controller r_x \“T_l Retention Policy (FileBackupSet-1)

Q

@Eackup Source ) Advanced
_‘aﬁackup Schedule
Backup Filter

3 Flonats
UM @ Keep deleted file(s) for |7 v

Gommand Line Ta

Log Tahle {FileBackupSet-1) re]
Type | Log Time

< | =

& Backup ‘ @ Restore | (@ Log

Backup Interrupted by User

Guota {Remaining / Total): 500 7 500 Last Backup: -

Advanced Retention Policy

% Gigasoft Online Backup Manager

Backup Set Backup Restore Tools Wiew Help
|,5| Save Setting ’ Start Backup !

g': Backup Controller .!- '.TT_I Retention Palicy (FileBackupSet-1)

E’_User Profile
&g FileBackupsiet 1 O Keep deleted file(s) for
-l Backup Source (3 Advanced
- ,_9 Backup Schedule
- 14‘&} Backup Filter Remove retention files for overlap policy
~+[E] command Line To Retention Policy-1 Type: Daily)
[l setting Retention Policy-2 (Type: Weekl)
i Retention Policy-3 (Type: Monthly)
Retention Policy- Cluarts
i Retention P
[ In-File Delta
- éana\ Copy
[ add | [ Remave I [ Properties
Log Table (FileBackupSet-1) ﬂ
Type ‘ Log | Time
< | =

& Backup | @ Restore | [@) Loy

Backup Interrupted by User Guota (Remaining f Totaly: S0M Y S0M Last Backup: -

The [Advanced] retention policy allows you to configure a more flexible retention policy. It allows you to keep a
set of snapshots of all backup files based on the time of the backup Jobs. For example, you can configure the
advanced retention policy to keep the following sets of backup files to mimic the retention policy of the old days
when you were still doing tape rotations:

E  Allfiles available within the last 7 days
E All files available on the last 4 Saturdays within the last 28 days

E All files available on the 1t day of each month within the last 3 months

E All files available on the 1%t day of each quarter within the last 12 months
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E All files available on the 15t day of each year within the last 7 years

To do so, you need to setup your advanced retention policy as follows:

E Type
E Type
E Type

E Type

Daily; Number of copy to keep = 7

Weekly; Frequency = Saturday; Number of copy to keep = 4

Monthly; Frequency = Day 1; Number of copy to keep = 3

Quarterly; Frequency = Day 1 of Jan, Apr, Jul, Oct; Number of copy to keep = 4

E Type = Yearly; Frequency = Date 01-01; Number of copy to keep = 7

Assuming today is 17-Jan-2006, if [Remove retention files for overlap policy] is NOT enabled, a total of 22
snapshots (provided you have run backups daily for more than 7 years) will be kept on the server accordingly,

i.e.:

Daily Weekly Monthly Quarterly Yearly
16-Jan-2006 14-Jan-2006 01-Jan-2006 01-Jan-2006 01-Jan-2006
15-Jan-2006 07-Jan-2006 01-Dec-2005 01-Oct-2005 01-Jan-2005
14-Jan-2006 31-Dec-2005 01-Nov-2005 01-Jul-2005 01-Jan-2004
13-Jan-2006 24-Dec-2005 01-Apr-2005 01-Jan-2003
12-Jan-2006 01-Jan-2002
11-Jan-2006 01-Jan-2001
10-Jan-2006 01-Jan-2000

If [Remove retention files for overlap policy] is enabled, only the following snapshots are kept:

Daily Weekly Monthly Quarterly Yearl y

16-Jan-2006 14-Jan-2006 61-Jan-2006 61-Jan-2006 01-Jan-2006
15-Jan-2006 07-Jan-2006 61-Bee-2005 01-0et-2665 01-Jan-2005
14-Jan-2006 31-Dee-2005 61-Nev-2005 61-Jul-2005 01-Jan-2004
13-Jan-2006 24-Dee-2005 61-Apr-2005 01-Jan-2003
12-Jan-2006 01-Jan-2002
1+1-Jan-2006 01-Jan-2001
10-Jan-2006 01-Jan-2000

The weekly policy overrides the daily policy so the snapshots of 10-Jan-2006, 11-Jan-2006, 12-Jan-2006, 13-
Jan-2006 and 14-]Jan-2006 are removed. The monthly policy overrides the weekly policy so the snapshots of 24-
Dec-2005 and 31-Dec-2005 are removed. The same applies to the monthly, quarterly and yearly policy giving a
total of 11 snapshots.
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5.13 Extra Backup (Off-line backup, Logout Reminder)

Off-line backup is basically designed for notebook users who are off-line most of the time and cannot rely on the
backup schedule to backup regularly. The "Backup Interval" allows notebook users to specify the interval that
they would like their data to backup. When the machine is online and this interval has elapsed, backup will run
automati cB8hkkxupl Al Br t ¢ a papupenneasldeebdx will ask the user to confirm starting the backup.

The "Email Notification" setting is the number of days since the last backup that triggers the backup server to

send email notification to the client to remind him to run an off-line backup.

When the fiLogout
logging out / shutting down Windows.

Remi nder o

setting

i swilleaskatihel used to start p backup befores s a g e

% Gigasoft Online Backup Manager g@f@

Backup Set Backup Restore Tools View Help
|5 save Setting [P Start Backup [

&y Backup Cantraller

,"_x EI Extra Backup (FileBackupSet-1)

E—_‘.UserProﬂIe

=-|@) FileBackupSet-1

i Backup Source
2 Backup Schedule

rOff-line Backup

. X rBackup Interval
+ Backup Filter

Cammand Line To 1

v | Day(s) |0 v | Hours)

Setting

Encryption rEmail Motification
Retention F’o\licy 7

+ | Day(s) (when no backup done)

rBackup Alert

Enahle backup alert

rSystem Logout Backup Rerminder daindows)

[] Enable System Logout Backup Reminder

rBackup
Files

Type |

Log Table (FileBackupSet-1)

Log

Time

< b

@ Backup | @ Restore | [ Log
Backup Interrupted hy User

Guota (Remaining ! Totaly; 50M [/ 50M | Last Backup: -

5.14 In-File Delta

Please refer to the in-file delta section for more information on this topic.

5.15 Local Copy

If you want to save an extra copy of backup data on your local hard disk (in addition to a copy of backup data
stored on the backup server) to minimize file-restoring time and/or to provide an extra safety precaution, you

can do the following:

i. Open G-OBM from the System Tray (see previous sections for details)

ii.. Setup your backup set (see previous sections for details)

iii.  Select [Local Copy] under your backup set from the left panel
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& Gigasoft Online Backup Manager Q@E|
Backup Set Backup Restors Tools View  Help

|l save setting | P> start Backup [l

& backup Controller [ | = Local Copy (FileBackupSet1)

ﬁ—_‘_ User Profile

=-{@) FileBackupSet-1
~-lif5 Backup Source rCopyto

- [©) Backup Schedule CiLocalBackupll 2066265516211
Backup Filter

E1Command Line Ta
L. r_} Setting
- Encryption ~Zip
~fiif Retention Policy Zip copied file(s)?
IS EI Exira Backup

®ves ONo

rFile Permission
Retain permissions on files that are copied?

®ves (O No

- Offsite Backup
Skip hackup to offsite backup server?

OiYes @ Mo

Log Tahle (FileBackupSet-1)

Type | Log Time
< >

& Backup | € Restore| [@ Log

Backup Interrupted by User Cyota (Remaining [ Total): 500 f 50M | Last Backup: -

iv.  Check the [Copy to Local Hard Disk] checkbox

V. Enter a directory to where you want an extra copy of your backup files to be stored in the [Copy to]
field provided (preferably a directory under another hard disk)

vi. (Optional) Select the [Yes] radio button if you want to store your backup files in compressed form to
conserve free space usage

vii. An extra copy of backup will be saved in the [Copy to] directory when you run your backup job

If you want to make local copy to a directory located on a NetWare server (or another computer is a windows
workgroup) and you are getting "Network drive is not accessible" error message, please try adding the following
command as a [Pre-backup command]

net use \\SERVER\SHARE [PASSWORD] /USER:[DOMAIN | MACHINE_NAME]\[USERNAME]
E.g.

C:\> net use \\Netware\Data password /USER:peter
C:\> net use \\WorkgroupComputer1\Data password /USER:WorkgroupComputerl\peter

This will authenticate the current process with the NetWare server (or another computer is a windows workgroup).
Backup will then be allowed to run correctly.

How to restore fiLocal Copy 0o files

fiLocal Copyo files are stored in the [Copy to] directory (under [Local Copy] setting). To restore backup files,
please do the followings:

i Choose [Tools] -> [Unzip Local Copy]
ii. Select the required [Backup Set] from the drop down list

iii.  Fill in the [Source Directory] (directory where fiLocal Copyo files are stored) and [Destination
Directory] (directory to where you want fiLocal Copyo files to be restored)
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iv. Click [Start]

5.16 Using One Backup Account for Multiple Computers

G-OBM allows you to backup multiple computers using a single backup account. To backup multiple computers,
you need to create a different backup set to backup each individual computer and to configure the [Run
scheduled backup on this computer] checkbox.

= Gigasoft Online Backup Manager EX
Backup Set Backup Restors Toals View Help
|5 save seting | P startBackup 1
& Backup Controller (% | [&) Backup Set- FileBackupSet-1
['-‘-U_S_E,’ Profile Backup Set
=-[@ FileBackupSet 1 Morne! FlleBackungetd
-l Backup Source Ta";_e F:;;;ﬂ:r et
{5 Backup Sehedule VIgER ©
4 Bakup Filter Network Resources Authentication for Windows
~Elcammand Line To Domain
[ setting User Name
- L Encryptian Password
- fiy Retention Palicy
Gk In-File Delta
L Lozl Sopy Run scheduled backup on this computer
[ Log Table (FileBackupSet-1)
Type | Log Time
< >
&> Backup @ Restore | [ Log
Backup Interrupted by User Quota (Remaining f Total): S0M £ 50M | Last Backup: -

For version 5.2

Since the computer that created the backup set will have its computer name associated with the backup set. The
backup scheduler running on each computer will only run backup sets with the same computer name as itself.
Thus, you just need to make sure that all your computer names using a single backup account are unique.

For version 5.1 or Earlier

You must configure G-OBM on each computer that it only runs scheduled backup for the intended backup sets
only. If this is not setup properly, scheduled backup job of the same backup set from different computers will
both be started. This will result in lots of checksum errors and files being deleted on the backup server.

To allow multiple computers to be backed up under a single backup account, you are required to do the following
for each computer that has installed G-OBM under the same backup account:

i. Logon to one of the computers that has G-OBM installed under the same backup account.

ii. Open G-OBM and select a backup set that is not intended to run on this computer from the left
panel.

iii. Make sure that the [Run scheduled backup on this computer] checkbox on the right panel is not
checked.

iv. Repeat the previous step for the rest of the backup sets that are not intended to run on this
computer.

v. Repeat steps ii to iv for each computer that has G-OBM installed under the same backup account.

IMPORTANT _ If you create a new backup set or want to backup another computer using the same backup
account at a later date (this implies that you need to create an additional backup set under this backup account
for the new computer), please make sure to repeat the procedure above (i.e. uncheck the [Run scheduled backup
on this computer] checkbox for the added backup set) for each computer.
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6 Backing Up Files

This chapter describes how files are backed up by G-OBM to the backup server

6.1 How files are backed up

The diagram below describes how G-OBM backup your files.

Backup Operations:

1. Collect all files which are new or have
been updated since last backup

2. Each of these files is zipped,
encrypted and securely backed up
to Online Backup Server through
Secure Socket Layer (SSL)

[
User& Computer Backup Server

Authentication
User Directory parmeters & ] Backup Directory

Zipped & encrypted fles Zipped &

M _
ary Raw Encrypted are sent in S5 Encrypted
—{1 File File File
20 2
:':\ Data ’_' Py P!
John
—
Online Backup Manager can be configured All users' files are encrypted by a
to start automatically every night. All user world's first class 128-bit encryption
files created/updated during the day will algorithm with a user defined encrypting
then be backed up to the backup server on the key. File content is meaningless to
same night without any user intervention. everyone except the user.

Run backup at schedu led time automatically

Once you set your backup scheduled, a backup job will be started automatically to perform backup operation for
you at your absence. You can have backup running at your scheduled time as often as you want (e.g. twice a day
or hourly during office hour) without requiring doing any extra work.

Incremental Backup

Unchanged files are already backed up to server and need not to be backed up again. G-OBM will pick the new or
updated files from your backup set files and upload only these files to the server. It significantly reduces the time
required to perform the backup operation since most users update less than 5% of their total data each day.

Compress and encrypt data automatically

Data are compressed and encrypted before they are uploaded to the server. Not only does it reduce the storage
space to keep you backup files, it also ensures the privacy of your data.

File Retention Policy

The built-in file retention policy allows you to access multiple versions of the same file or even deleted files from
your backup set. Backup files are put into a retention area before they are removed from the server. If you want
to get back a deleted file (or you want to get back the previous versions of an updated files) within the retention
period, these files will always be available in the retention area. This feature is particularly useful when you have
accidentally deleted a file or incorrectly updated a file within the file retention period (file retention period is user
customizable).
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6.2 Backup files directly to the backup server

You can backup your data to Gigasoft Offsite Backup Server by following instructions below.

vi. Open G-OBM

vii. Right click G-OBM icon available in the system tray and choose [Open]

a. Create a backup set

b. From the Menu, Choose [Backup Set] -> [New] -> [File Backup Set]

% Gigasoft Online Backup Manager E‘@‘E‘
8 Backup Restore Tools View Help
(&) File Backup Set

A Remove  »  [dd System State Backup Set

- [ Lotus Backup Set [l
|5 save Setting -
|28 MS Exchange Backup Set
[ Exit [ MS Exchange Mail Level Backup Set
S packup S [0) MS SOL Server Backup Set
Backup Fl [ MySaL Backup Set entication for Windows:
Comman —
= &) Oracle Database Backup Set
,J Setting ! e W‘.F..
Encryption Password.
\f' Retention Policy
In-File Delta B
: un scheduled hackup on this computer
= Local Copy Fr heduled back thi i
Log Tahle (FileBackupSet1) 4
Typa Log [ Time [
I alt [Windows , Gigaso 2.4, : ~
Start [Wind P (CCLLAFT), G MOEM 5.2.4.0] [2008/03127 13:51:08]
@ Start running pre-cormmands [2008/03¢27 13:51:08]
@ Finished running pre-commands [2008/03¢27 13:51:08]
@ [Shadow Copy] Another snapshot of this volurme is running [2008/03¢27 13:51:08]
i aiting for other backup job to finis
Waiting for other backup job ta finish [2008/03/27 13:51:08]
@ Start running post-commands [2008/03¢27 13:52:08] |

& Backup ‘Q‘ Restore | [g Log

Backup Interrupted by User Guota (Remaining f Total): S0M 7 50M Last Backup: -

C. Enter a name for your backup set

Add new File Backup Set x|

~Backup Set

Flease type a name for this Backup Set.

MName: IFiIeElackupSet-1|

1D: 1168813585156
Type: File Backup

Cancel | = Ereyious Mext =

d. Select the files/directories you want to backup
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rBackup Saurce

Please select files orvand directories to be backed up.

=-[A = Standard A
[ wy Documents (CiDocuments and Settingsisolo
| 0] outlnok (CaDocuments and Setiingsisolomaon yu
[A5) Outlook Express
¢ Favorites

[1[E Desktop
ilﬂ@ Options

4 My Computer

[ <e Lacal Disk(D?)

[ <e Lacal Disk (E)

[ e Lacal Disk (F)

[ L DVD-RW Drrive ()

[ 22 wRozeiPublict (P [

[ My Sharing Folders _lLI
»

Cancel | = Previous | Mext = |

e. Set the backup schedule (Note: You can have more than one schedule in a backup set)

Add new File Backup Set x|
~Backup Schedule
Flease schedule the backup time.

edule-1 (Type: D

Add Rermove | “Properties |

Cancel | = Previous | Mext = |

f. Set the encryption algorithm, encryption mode and encrypting key for this backup set

(Hint: For the sake of simplicity, just select the [Default] radio button (your encrypting key
is set to be the same as your backup account password)
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x

Encryption Setting
Please setup the encryption setting ofthe Backup Set.

" Default (Use Login Password as Encrypting Key)

[~ Do MOT use encryption.

Algorithm: IAES 'I

Mode:
& CEC (Cipher Block Chaining)

" ECE (Electronic CookBoaok)

Encrypting Key: |

Confirm Encrypting Key: |

Cancel | = Previous Mext =

viii. Run Backup

a. Select the backup set you want to run on the left panel and press the [Start Backup] button
(™) on the toolbar

b. Select [Off-site Backup Server] to start backing up your files to Gigasoft Offsite Backup
Server.

Confirm Backup Start x|

Backup to

* Offsite Backup Server

" Local Hard Disk (Seed Load Liility)
Start the backup for [FileBackupSet-1] ?

14 Cancel Options ==

Note:
1. You can have more than one backup set in a backup account.
2. Please write the encrypting key down on paper and keep it in a safe place. If you lose your encrypting key,

you will not be able to restore your backup files.

6.3 Backup files to removable hard disk (seed loading)

If you have a lot of data (e.g. 300GB) to backup to the backup server, it would take a considerable amount of
time to perform the first full backup through the Internet. If you run into this problem, you can use the Seed
Loading Utility to backup your backup set to local hard disk (instead of directly to the backup server) and then
transport the backup data, using removable hard disk, to the offsite backup server. The administrator can then
load all your backup files from your removable hard disk into your backup account. This could then save you days
(even weeks) of performing your first full backup. Since subsequent backup will be incremental backup (only new
or updated files will be uploaded to the server) you should have no problems uploading your backup data

afterwards.
To perform seeding loading, please do the following:

i Open G-OBM from the System Tray (see previous sections for details)

ii.  Setup your backup set (see previous sections for details)
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Vi.

Vii.

Select the backup set you want to run on the left panel and press the [Start Backup] button (»)

on the toolbar

Select [Local Hard Disk (Seed Load Utility)] to start backing up your files to local hard disk and

press the [OK] button

Confirm Backup Start

x|

Backup to
" Offsite Backup Server
& Local Hard Disk (Seed Load Utility)

Start the backup for [FileBackupSet1] ¢

Ok Cancel Qptiong ==

Enter a directory where you want all backup files to be stored in the [Destination Directory] field

and press the [Start] button.

Please make sure you have enough free space in the directory specified. If you are going to
transport a removable hard disk to the offsite backup server, please enter a directory under your

removable hard disk here.

A Utility)

Backup Set.  FileBackupSet-1
Backup Type: File

- Destination Directory

E \Seed—Lnading—DirectnN‘l

Erowse

Start Stop

You should get the message fiBackup Completed Successfullyo as shown below after all backup

files are spooled to the directory you specified.

ed Load Ttility)

Backup Set:  FileBackupSsat-1
Backup Type: File

Destination Directory

Engeed-Loading-Directory

Erowse |

Collecting all files in this backup set.. Cormpleted
Total Files = §

[1i5] Processed 'CIOAUTOEXEC BAT'

[2i3] Processed 'Cibootini'

[315] Processed 'Chdellimg’

[4/8] Processed 'Cldnmetimg’

[5/5] Processed 'Cldrmet2 imy'

Start running post-commands

Finished running postcommands

Backup Completed Successully

Frocessed: 3.1 { 3206764 byte )

2l

Transport the data specified in the [Destination Directory] field to the offsite backup server
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7 Restoring Files

This chapter describes different ways files can be restored from to the backup server

7.1 Restore backup files directly from backup server

You can use either G-OBM or the web restorer to restore backup files from the backup server.

Using G-OBM
You can restore your data from the backup server by following instructions below.
i Open G-OBM from the System Tray (see previous sections for details)
ii. Select the [Restore] tab at the bottom part of G-OBM
iii. Select the backup set from which you would like files to be restored from the left panel

iv. Select the snapshot of your backup files that you would like to restore from the backup server by
using [Show files after Job] drop down list

v. Select the files that you would like to restore and press the [Restore Files] button on the toolbar

vi. Use the [Browse] button to select the directory to where you want files to be restored (or simply
select [Original location] to restore files to their original path)

vii. Files will be restored automatically as shown below (a file won& be downloaded from the backup
server again if an identical file exists on local path already)

7.2 Restore backup files from removable hard disk

If you want to restore lots of backup files from the backup server and you find it too slow to restore all your
backup files from the backup server through the internet. You can ask your backup services provider to send you
all your backup files in removable hard disk (or CD/DVD). However, all backup files stored on backup server are
in encrypted format. You need to decrypt them back to their original format before you can use them. To decrypt
your backup files from removable media, please do the followings:

i. Open G-OBM from the System Tray
ii. Select the [Tools] -> [Decrypt Files Wizard] from the menu

iii. Use the [Browse] button to locate the fifileso directory (provided by your backup provider in
removable hard disk or DVD) which contains the backup files that you want to decrypt

iv. If you have more than one backup set under the fifileso directory, select the [Backup Set] which
contains the backup files that you want to decrypt

v. Select the snapshot of your backup files that you would like to restore from the removable media
by using [Show files after Job] drop down list

vi. If you want to see all the different versions of all files (shown as gray below), just choose the
[Show all files] radio button on the [Decrypt Files Wizard] dialog.

Files, which are shown in gray below (e.g. AIX_logo.JPG) are being stored in the retention area
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on the removable media (but you can still restore these files).

vii. Enter the directory to which you want the backup files to be restored to in the [Decrypt files to]
section and enter the [Decrypting Key] (the same as the encrypting key of this backup set)

Press the [Start] button

7.3 |IP addresses Restriction for Online Restore

Online file restore operation can be restricted by IP addresses. You can ask your backup service provider to
restrict online file restoration for your backup sets by IP addresses to only allow people from authorized IP
addresses to restore files from the backup server.

Users are not allowed to update the [Online Restore IP restriction] directly. Please ask your backup services
provider to do the changes for you.
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8 In-File Delta Technology

The chapter describes what in-file delta technology is and how in-file delta can be used to backup large database
files (e.g. a 10GB Outlook.pst file) without uploading the whole database file everyday.

8.1 Overview

In-file delta technology is an advanced data block matching algorithm which has the intelligence to pick up
changes (delta) of file content between two files. Using this algorithm, daily backing up of large files (e.g. a 10GB
Outlook.pst file) over low-speed internet connection is made possible because it requires only the changes of
information (should be marginal) since the last backup to be sent over a low-speed internet connection to
complete the backup of a large file (here we assume that the full backup of the file has been saved on the backup
server already).

This is what will happen in the backup of a 10GB Outlook.pst file when it is backed up by G-OBM with in-file delta
technology.

i The whole files (10GB), along with its checksum file, are backed up to the backup server. This can
be done directly through the internet or indirectly using the seed loading utility on a removable
hard disk.

ii.  When backup runs again later (normally the next day), G-OBM will download a checksum listing
of all data blocks of the full backup file (or last incremental backup file) from the backup server
and use it to pick up all changes that have been made to the current Outlook.pst file.

iii. Changes detected are then saved in a delta file which is uploaded to the backup server. A new
checksum file is generated and is also uploaded. (This delta file is assumed to be small because
the content of PST files doesnd@ change a lot during daily usage)

iv. Subsequent backups of this 10GB Outlook.pst file will go through step ii and step iii again. As
explained, only a small delta file and checksum file will be uploaded to the backup server.

v. With in-file delta technology, daily backing up of large file over low-speed internet connection is
now possible

Incremental in -file delta type

Incremental Delta will facilitate ease of backup. The delta is generated by comparing with the latest uploaded full
or delta file. The delta file generated is the smallest possible and uses the least bandwidth during backup. For
restoration, the full file and all delta files up to the required point-in-time is required to restore the file to a
specific point-in-time.

Example: If you are adding around 100MB changes to a 10G Outlook.pst everyday.

After the first full backup job, G-OBM will continue to generate and upload delta files instead of uploading the full
file until either one of the following two rules are true:

a) Number of deltas generated since the last full backup is greater than the [Number of Delta] setting.

b) The delta ratio (the ratio of the delta file size against the full file size) is greater than the [Delta Ratio]
setting

Using incremental delta, the delta generated by comparing the current file with the latest uploaded full or delta
file is around 100MB.

Since the delta file size is around 100MB daily, the delta ratio (around 1%) will not trigger a full file upload.
Instead G-OBM will continue to generate and upload delta files until day 102 (assuming the full file was uploaded
on day 1) when the number of deltas generated exceeds the [Number of Delta] setting and triggers the upload of
the full Outlook.pst file. You can disable the [Number of Delta] and [Delta Ratio] if you don& want to upload the
full file.

All delta files are generated with respect to changes made since the last incremental or full backup. This means
that the last full backup file and ALL incremental delta backup files are required to restore the latest snapshot of
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a backup file.

Differential in -file delta type

Differential Delta will facilitate ease of restore. The delta is generated by comparing with the latest uploaded full
file. The delta file generated grows daily and uses more bandwidth during backup. For restoration, the full file and
a single delta file is required to restore the file to a specific point-in-time.

Example: If you are adding around 100MB changes to a 10G Outlook.pst everyday.

After the first full backup job, G-OBM will continue to generate and upload delta files instead of uploading the full
file until either one of the following two rules are true:

c) Number of deltas generated since the last full backup is greater than the [Number of Delta] setting.

d) The delta ratio (the ratio of the delta file size against the full file size) is greater than the [Delta Ratio]
setting

Using differential delta, the delta generated by comparing the current file with the latest uploaded full file is
around 100MB for the 1% delta, 200MB for the 2" delta, 300MB for the 3™ delta and so on.

Since the delta file grows by 100MB daily, the delta ratio for day 52 (delta file size is approximately 51x100=
5.1GB, assuming the full file was uploaded on day 1) being over 50% exceeds the [Delta Ratio] setting and
triggers the upload of the full Outlook.pst file. You can disable the [Number of Delta] and [Delta Ratio] if you
don& want to upload the full file.

All delta files are generated with respect to changes made since the last full backup file (i.e. differential backup).
This means that only last full backup file and the last delta file are required to restore the latest snapshot of a
backup file. This means that other intermediate delta files are only required if you want to restore other
snapshots of a backup file.

Differential in-file delta backup has the benefits that a corrupted delta file would only make one particular version
of a backup file non-recoverable and all other backups created by other delta files of the same file would still be
intact.

% Gigasoft Online Backup Manager Q@@
Backup Set  Backup Restore Tools View Help

15| save Setting | P> Stant Backup [l

\.'} Backup Confroller ,_)( (% In-File Delta iFileBackupSet-1)

Enahle In-File Delta

Block Size: | Auto v | Bytes
Apply to files
Minimurm Size: |25 hitytes

In-File Delta Type

Default: | Incremental v

Upload full file when

Mo, of Delta = [100
' DeltaRatig ™= (50 % | %
* Delta Ratio= Delta Size | File Size

El Log Table {FileBackupSet-13
3 5| Type | Loy Time

@ Backup | &) Restare | [ Log
Backup Interrupted by User Guota (Remaining J Total): 50M 1 500 |Last Backup: -
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8.2 Block Size

The block size defines the size of data block being used to detect the changes between the last full or delta
backup file and the file sitting on the local computer right now. In general, the smaller the block size, the more
likely a matched data block can be found between the last backup file and the file on local computer. It, therefore,
produces a smaller delta file but it would require more processing power to detect these changes. On the other
hand, in-file delta backup running with larger block size will run faster but this will generally produce a larger
delta file.

In most case, the default setting [Auto] will choose the optimal block size for each file (depending on the size of
the file) for you.

8.3 Minimum File Size

The [Minimum File Size] setting defines the smallest file size a file must have before the use and application of in-
file delta backup technology.

If the size of a file that is being backed up is smaller than the [Minimum File Size] setting, in-file delta backup
technology wond be applied to this file and the whole file, instead of just the delta file, will be uploaded to the
backup server. It is not necessary to perform in-file delta backup on small files because backing up the whole file
doesnd take too long anyway. Backing up the whole file instead reduces the time required to restore a backup file.

8.4 Uploading full file again

No. of Delta

The [No. of delta] setting defines the maximum number of delta files from the same full backup file to be
generated and backed up to the backup server before a full backup (the whole file) of this file is uploaded to the
backup server instead.

For example, if you have created 100 delta files from the full backup file already and the [No. of delta] setting is
set to 100, the next backup will upload a full backup file (the whole file) instead of just the delta file. However, if
the [No. of delta] rule is disabled, it will keep generating delta files and uploading these delta files to the backup
server until the other delta rule forces a full backup (i.e. delta ratio exceeded). This setting is here to make sure
that there will always be a full backup file after a certain number of delta files have been generated.

Delta Ratio

The [Delta Ratio] setting is defined to be the size of a delta file divided by the size of its full backup file (i.e. the
percentage of changes detected between the last full backup file and the current file).

If the delta ratio calculated from the size of the generated delta file and the size of the full backup file is greater
than the [Delta Ratio] setting, the whole file, instead of just the delta file, will be backed up to the backup server.
It is done this way because the difference between backing up the whole file and the delta file is not significant
and it is better to upload the whole file instead to reduce the time required to restore the file.

The default setting of [Delta Ratio] is 50%. This means that if a file changes by more than 50%, the whole file,
instead of just the delta file, will be backed up and uploaded to the backup server.

8.5 Advanced In-file delta type

The [In-file delta] -> [Advanced] setting allows users to override default in-file delta type when on a certain
number of days (e.g. all Sundays or the 15t day of each month). This is useful if you want all in-file delta backups
to be incremental but you want to do a differential in-file delta backup on Saturdays as well as the full file
backups on the 15t day of every month. If you want to do this, simply configure [In-file delta] -> [Advanced] ->
[Advanced In-file Delta Type Setting] to what is shown below.
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x4

“Weekly Variation (Override Default Setting)
[ Sunday m [~ Tihureday Ih
" Wonday m I Fricizy Ih
" Tuesday lm [V Saturday IW,
[ lednesday lm

Yearly Variation (Cverride Weekly Yariation ar Default Setting)

I January lh I July m
I February lh [ August m
[ March lh [v September m
I April lh IV October m
7 May lm ¥ Movember m
V¥ June lm v Decernber m
Date

& Day m

e Jrirst =] |sunday =]

Ok | Cancel |

With this setting, all backup Jobs on Saturdays will be differential in-file delta backups, backups for the 1% day of
each month will run a full backup. This ensures that all backup files will be backed up in full at a regular interval.
One benefit of this is that restore time will run faster because of less delta merging. Another benefit is that the
risk of a corrupted incremental delta file resulting in data loss is much lower because a full backup is always
available periodically.
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9 Backup/Restore Oracle 8i/9i

This chapter will describe in details how G-OBM backup your Oracle 8i/9i and how you can restore an Oracle 8i/9i
database using the backup files.

9.1 Requirements

i G-OBM must be installed onto the computer that can connect to your Oracle 8i/9i server using
TCP/IP protocol.

ii. Data from Oracle 8i/9i database will be backed up to a temporary directory before they are sent to
the Offsite Backup Server. Please make sure you have sufficient space on your computer to store
these data when you run the backup job.

iii. Database must be in archived log mode

To switch to archived log mode and enable automatic log archiving, please do the following:

a. Set the parameters below in the PFILE to enable automatic archiving

log_archive_dest = [directory where archived logs will be stored]
log_archive_format = ARCH%S.LOG
log_archive_start = TRUE

b.  Switch to archived log mode

SVRMGRL> connect internal;
SVRMGRL> startup mount;
SVRMGRL> alter database archivelog;
SVRMGRL> alter database open;

C. Enable Oracle JVM for Oracle 8i/9i, please do the following:

1. Please make sure shared pool size is larger than 50MB and java pool size is larger than
20MB in the PFILE. For example:

java_pool_size = 20971520
shared_pool_size = 52428800

2. Run the scripts below

For Oracle 8i

SVRMGRL> connect internal

SVRMGRL> @?/javavm/install/initjvm.sql;
SVRMGRL> @?/rdbms/admin/catalog.sql;
SVRMGRL> @?/rdbms/admin/catproc.sql;
SVRMGRL> @?/javavm/install/initdbj.sql;

For Oracle 9i

SQL> connect sys/change_on_install as sysdba
SQL> @?/javavm/install/initjvm.sql;

SQL> @?/xdk/admin/initxml.sql;

SQL> @?/xdk/admin/xmlja.sql;

SQL> @?/rdbms/admin/catjava.sql;

For Oracle 10g
Oracle JVM is enabled by default. No additional steps required.

iv. JAVASYSPRIV role is granted to system account
You can grant this role to system account by executing:

SQL> grant JAVASYSPRIV to system;
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9.2 Overview

G-OBM will backup your Oracle database by taking the following steps.
i Connect to the Oracle database using SQL*NET over TCP/IP
ii.  Run all Pre-Commands of this backup set
iii. If the backup type to run is [Database Backup type],

a. all data files in each of the tablespace(s) selected are copied to the temporary directory
specified by this backup set

b. if there are temporary files in the database, the script to re-create the temporary files are
generated to a file located in the temporary directory specified by this backup set

C. all non-default initialization parameters will be spooled to an initializing file located in the
temporary directory specified by this backup set

d. all control files will be copied to the temporary directory specified by this backup set

e. all archived log files will be copied to the temporary directory specified by this backup set
iv. If the backup type to run is [Archived Log Backup type],

a. all archived log files will be copied to the temporary directory specified by this backup set
v. Run all Post-Commands of this backup set
vi. Upload all files copied to the temporary directory to the Offsite Backup Server

vii. Remove temporary files from the temporary directory if [Setting] -> [Temporary Directory for
storing backup files] is enabled

Note:

If your Oracle database is running on Windows, please install G-OBM onto the company running the Oracle
database if G-OBM is to backup this Oracle database. This would shorten the time required to backup the Oracle
database.
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9.3 How to backup an Oracle Database

Please follow the instructions below to backup your Oracle database to the Gigasoft Offsite Backup Server.
i Install G-OBM onto your computer
ii. Open G-OBM
Right click G-OBM icon available in the system tray and choose [Open]
EE

Help

Stop Running Backup  #

iii. Create a backup set

a. From the Menu, Choose [Backup Set] -> [New] -> [Oracle Database Backup Set]

% Gigasoft Online Backup Manager, E‘Elrzl
Backup Restore Tools View Help
|6 File Backup Set

pc.,a‘ System State Backup Set

|48 Latus Backup Set

[ M3 Exchange Backup Set

[ et [ M8 Exchange Mail Level Backup Set
=] [ M35 5QL Server Backup Set

é*‘f' MySOL Backup Set entication for ¥indmaws

|@ Oracle Database Backup Set

(A Rermove
et

H Save Sefling

Password:

Run scheduled backup on this computer

LUg Tahle (FileBackupSet-1) ‘7
Type | Log Time
@ Stant [Windows XP (CCLLAP1), GigasoOBM 5.2.4.0] [2008/03027 13:61:08] A&
] Start running pre-commands [2008/03427 13:51:08]
@ Finished running pre-commands [2008/03027 123:51:08]
@ [Ehadow Copy] Anather snapshot of this volume is running [2008/03427 13:51:08]
@ Waiting for other backup job tofinish [2008/M3/27 13:51:08] B
@ Start runhing postcommands [2008/03/27 13:52:08)
2 Backup | @ Restore | [& Log
Backup Interrupted by User Guota (Remaining f Total): 500/ 500 |Last Backup: -

Gigasoft Holdings Plc Page 45 of 102 (March 31, 2008)



JS

=~ ™| Gigasoft Holdings Plc

Gigasoft Online Backup
User Guide

b.

C.

d.

e.

f.

Enter a name for your backup set

Backup Set

Flease type a name for this Backup Set

Mame: IOrac\eBackupSet—1
Type: Oracle Database Server Backup

Oracle Database Server

Login 10 Isystem

Password I

Host

Paort: 1521

sio: |

= Previous | MNext = Cancel

Enter the system password, the Oracle Database Server Host Name, TNS Port and SID

Select the tablespace(s) you want to backup

Backup Source

Please select tablespaces to be backed up

r Oracle Database Server
- [185 SYSTEM

- [7#) OEM_REFQSITORY
(¥4 RES

[19 TEMP
[8}usERS
""'F%WDX

Temporary disk space used for storing spool files

Change |
Cancel

[caBackupioracisne

< Previous Mext »

Enter a temporary location to store the database file(s) before they are sent to an Offsite
Backup Server

Set the backup schedule for database backup and archived log backup

Backup Schedule
Flease schedule the backup time:

& Init F ku
\Archived Logs BackupSchedule (Type: Archived Logs; Weekly - b

1 [ | |

Add | Remove | Properties |

< Previous Mext = Cancel
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Mame: [Database - complete BackupSchedule

rBackup
f+ Database - complete
" Database - differential

= Transaction log

rType
= Daily i+ \Weekly = Monthly = Custom

~Day
Backup on the following dawis) every week:
[~ Sunday I~ Monday [~ Tuesday [~ Wednesday

[~ Thursday | Friday [~ Saturday
Start

Start Time {hh:mm): |21 vI:IDD vI
~Stop

Stop on completion (Full Backup

OK | Caneel |

Note: You can have more than one schedule in a backup set, i.e. you can perform intra-day transaction log
backup by adding more than one daily transaction log backup schedule to your backup set.

g. Set the encryption algorithm, encryption mode and encrypting key for this backup set

Encryption Setting

Please setup the encryption setting of the Backup Set.

[~ Do MNOT use encryption.

Algorithrn:
Mode:
i+ CBC {Cipher Block Chaining

i~ ECE (Electronic CookBook)

Encrypting Key: |

Canfirm Encrypting Key: |

= Previous Mext = Cancel

Hint: For maximum security, please select AES (Advanced Encryption Standard) Algorithm,
CBC (Cipher Block Chaining) mode and use an encrypting key with more than 8 characters.

iv. Run Backup

a. Select the backup set you want to run on the left panel and press the [Start Backup] button
(»)

b. Select the backup type (e.g. Database Backup, Archived Log Backup) you would like to
perform

Backup

= Database Tahlespaces, Contral & Init File, Archived Logs)

 Archived Logs

QK | Cancel
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c. Select [Off-site Backup Server] to start backing up your files to the Offsite Backup Server.

" Local Hard Disk (Seed Load Utility)

Start the backup for [OracleBackupSet-1] 2

Ok Cancel

9.4 How to restore an Oracle Database

Please follow the instructions below to restore your Oracle 8i/9i databases from the Gigasoft Offsite Backup
Server.

i. Download the backup files from the Offsite Backup Server

Please refer to the [Quick Start - Backup File] section for information on how to download backup
files from the Offsite Backup Server.

ii.  Put all data files back to their original locations

iii. Control files, data files and archived logs are stored on the Offsite Backup Server along with their
full path information. You just need to put all these files back to their original locations when
performing a database restore.

iv.  Put the PFILE back to its default location

Oracle 8i: $ORACLE_HOME/dbs/init<SID>.ora
Oracle 9i: $ORACLE_HOME/admin/<SID>/pfile/init.ora

V. Restore Database

(if Oracle 8i) Use Server Manager to restore you database by doing the following:
a. Run Oracle Server Manager (svrmgrl)

b. Connect to the target database

C. Startup mount

d. Reapply all transactions from the archived log files

e. Open database

Oracle 8i Example:

$ svrmgrl
SVRMGRL> connect internal

SVRMGR> startup mount;
ORACLE instance started.

Total System Global Area 95874448 bytes
Fixed Size 64912 bytes
Variable Size 52744192 bytes
Database Buffers 40960000 bytes
Redo Buffers 2105344 bytes

Database mounted.

SVRMGRL>recover database using backup controlfile

ORA 00279 : change 419671 generated at 06/14/03 02:51:49 needed for thread 1

ORA 00289: suggestion : /data/ora815/vin/archive/ARCH0000000225.LOG

ORA 00280: change 419671 for thread 1 is in sequence #225

ORA 00278: log file '/data/ora815/vin/archive/ARCH0000000224.LO G' no longer needed for this
recovery

Specify log: {<RET>=suggested | filename | AUTO | CANCEL}

AUTO

Log applied.

ORA 00279: change 547222 generated at 06/18/03 19:58:26 needed for thread 1

ORA 00289: suggestion : /data/ora815/vin/ar chive/ARCH0000000384.LOG
ORA 00280: change 547222 for thread 1 is in sequence #384
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ORA 00278: log file /data/ora815/vin/archive/ARCH0000000383.LOG' no longer needed for this

recovery

ORA 00308: cannot open archived log ‘/data/ora815/vin/archive/ARCH000000 0384.LOG'
ORA 27037: unable to obtain file status

Linux Error: 2: No such file or directory

Additional information: 3

SVRMGR> recover database using backup controlfile until cancel

ORA 00279: change 547222 generated at 06/18/03 19:58:26 needed for thread 1
ORA 00289: suggestion : /data/ora815/vin/archive/ARCH0000000384.LOG

ORA 00280: change 547222 for thread 1 is in sequence #384

Specify log: {<RET>=suggested | filename | AUTO | CANCEL}

CANCEL

Media recovery cancelled.

SVRMGR> alter database open resetlogs ;

Statement processed.

(if Oracle 9i) Use Recovery Manager to restore you database by doing the following:
a. Run Oracle Server Manager (rman)
b. Connect to the target database
C. Startup mount
d. Reapply all transactions from the archived log files to the last sequence

e. Open database

Oracle 9i Example:

C:\ >rman nocatalog

Recovery Manager: Release 9.2.0.1.0 - Production
Copyright (c) 1995, 2002, Oracle Corporation. All rights reserved.
RMAN> connect target

connected to target database (not started)

RMAN> start up mount

connected to target database (not started)

Oracle instance started

database mounted

Total System Global Area 269556596 bytes

Fixed Size 453492 bytes

Variable Size 243269632 bytes

Database Buffers 25165824 bytes
Redo Buffers 667648 bytes

RMAN> recover database until sequence=63 thread=1;
Starting recover at 24 - JUN- 03

allocated channel: ORA_DISK_1

channel ORA_DISK_1: sid=11 devtype=DISK

starting media recovery

archive log thread 1 sequence 56 is already on disk as file

C:\ ORACLEORADATAVIN\ ARCHIVE 1_56.DBF

archive log filename=C: \ ORACLEORADATRAVIN\ ARCHIVE 1_56.DBF thread=1 sequence=56
archive log filename=C: \ ORACLEORADATAVIN\ ARCHIVE 1_57.DBF thread=1 sequence=57
archive log filename=C: \ ORACLEORADATRAVIN\ ARCHIVHE 1_58.DBF thread=1 sequence=58
archive log filename=C: \ ORACLEORADATAVIN\ ARCHIVE 1_59.DBF thread=1 sequence=59
archive log filename=C: \ ORACLEORADATRAVIN\ ARCHIVE 1_60.DBF thread=1 sequence=60
archive log filename =C:\ ORACLEORADATAVIN\ ARCHIVE 1_61.DBF thread=1 sequence=61
archive log filename=C: \ ORACLEORADATAVIN\ ARCHIVE 1_62.DBF thread=1 sequence=62
media recovery complete

Finished recover at 24 -JUN-03

RMAN> alter database open resetlogs;

database opened
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10 Backup/Restore Microsoft SQL Server 7.0 /2000

This chapter will describe in details how to use G-OBM to backup your Microsoft SQL Server 7.0 / 2000 server
and how you can restore your Microsoft SQL Server 7.0 / 2000 server from the backup files.

10.1 Requirements

i G-OBM must be installed onto the computer running Microsoft SQL Server.

ii. Data from Microsoft SQL Server will be backed up to a temporary directory before they are sent
to Offsite Backup Server. Please make sure you have sufficient space on your computer to store
these data when you run the backup job.

10.2 Overview

G-OBM will backup your Microsoft SQL Server database(s) by taking the following steps:
i Before running any backup activities, G-OBM will run all Pre-Commands of the backup set.

ii. For each database that is to be backed up, G-OBM will issue a database / transaction log backup
command to Microsoft SQL Server to backup each database to a Microsoft SQL Server database
backup file (*.bak file) and save it in the temporary directory you specified.

iii. After all *.bak files have been spooled to the temporary directories, G-OBM will run all Post-
Commands of the backup set.

iv. Upload all files copied to the temporary directory to the Offsite Backup Server.

v. Remove temporary files from the temporary directory if [Setting] -> [Temporary Directory for
storing backup files] is enabled
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10.3 How to backup Microsoft SQL Server database(s)

Please follow the instructions below to backup your Microsoft SQL Server databases using G-OBM.

i Open G-OBM

Right click G-OBM icon available in the system tray and choose [Open]

Help
Stop Running Backup

»

ii.  Create a backup set

a. From the Menu, Choose [Backup Set] -> [New] -> [MS SQL Server Backup Set]

,;x Remove »

|,5| Save Setling

,_i Setting
Encryption
lf._" Retention Pol
b El Extra Backup
[ In-File Delta
Loy Local copy

% | Gigasoft Online Backup Manager

@

=
=

(@
[

licy

Backup Restore Tools VWiew Help
@
&
.

File Backup Set

Systern State Backup Set
Lotus Backup Set !

EE&

& Exchange Backup Set
MS Exchange Mail Level Backup Set
MS SOL Server Backup Set

MySOL Backup Set entication for Windows ——

Fassword:

Run scheduled backup on this computer

Log Tahle (FileBackupSet-1)

Lo

Time

Type ‘
@ Start [Windows XP (CCLLAP1), GigasofCBM 5.2.4.0]
L) Startrunning pre-commants
@ Finished running pre-commands
@ [Shadow Copy] Another snapshot of this volume is running
@ waiting for ather backup job 1o finish
@ Start running post-commands

[2008/03/27 13:51:08] Lo
[2008/03/27 13:51:08]
[2002/03/27 13:51:08]
[2008/03/27 13:51:08]
[2002/03/27 13:51:08] §
[2008/03/27 13:52:08]

Backup Interrupted by User

& Backup ‘ @ Restore | [ Log

GQuota (Remaining § Total): 50M 1500 Last Backup: -

b. Enter a name for your backup set

Backup Set
Please type a name for this Backup Set

Name: [WSSaLBackupset1
Microsoft SQL Server Backup

Type:

Microsoft SQL Server

Login 10: Isa

Password, I

= Previgus Mext =

Cancel
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c.  Enter the Microsoft SQL Server administrator username and password

d. Select the database(s) you want to backup

Backup Source
Please select databases to be backed up.

=

Temporary disk space used for staring spool files

IC'\Backup\MSSOLSeNer Change |
= Previous | Mlext = | cancel

e. Enter a temporary location to store the backup files before they are sent to the Offsite
Backup Server

f. Set the backup schedule for full database backup and transaction log backup

Backup Schedule

Please schedule the backup time

Transaction log BackupSchedule (Tvpe: Log, Weekly - Monday, Tu

4] | |

Add | Rermove | Properies |

= Previous MNext = Cancel

(Note: You can have more than one schedule in a backup set, i.e. you can perform intra-day
transaction log backup by adding more than one daily transaction log backup schedule to
your backup set)

g. Set the encryption algorithm, encryption mode and encrypting key for this backup set

Encryption Sefting

Please setup the encryption setting ofthe Backup Set

[~ Do WOT use encryption.

Algorithm:
Mode
& CBC (Cipher Block Chaining)

" ECE (Electronic CookBook)

Encrypting key: |

Confirm Encrypting Key: |

= Previous Mlext = Cancel

(Hint: For maximum security, please select AES (Advanced Encryption Standard) Algorithm,
CBC (Cipher Block Chaining) mode and use an encrypting key with more than 8 characters.)
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iii.  Run Backup

a.

C.

Select the backup set you want to run on the left panel and press the [Start Backup] button
»)

Select the backup type (e.g. Complete, Differential, Transaction Log) you would like to
perform

Backup

O (il - G
" Database - differential

& Transaction log

OK Cancel

Select [Off-site Backup Server] to start backing up your files to the Offsite Backup Server.

¢ Local Hard Disk (Seed Load Utility)

Startthe backup for MSSQL BackupSet] 7

0K Caneel

10.4 How to restore Microsoft SQL Server database(s)

Please follow the instructions below to restore your Microsoft SQL Server databases from Gigasoft Offsite Backup

Server.

i. Download the backup files (.bak) from the Offsite Backup Server

Please refer to the [Quick Start - Backup File] section for information on how to download backup
files from the Offsite Backup Server.

ii.  Open Microsoft SQL Enterprise Manager

You can open Microsoft SQL Enterprise Manager from [Start Menu] -> [Program] -> [Microsoft
SQL Server] -> [Enterprise Manager]

iii. (Optional) Restore fimastero database

You need to restore fimastero database if you:

a.

mao o

are rebuilding all your databases from scratch

have changing any server-wide or database configuration options

have added logins or other login security-related operations.

have created or removed logical backup devices.

have configured the server for distributed queries and remote procedure calls, such as
adding linked servers or remote logins.

You do not need to restore your master database if you just want to restore a user database. For
more information on Microsoft SQL Server fimastero database, please visit
http://www.microsoft.com/sql/.

To restore fimastero database, please do the following:

a.

Start Microsoft SQL Server in fiSingle User Modeo

Right click your Microsoft SQL Server and select [Properties]
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"Fii SOL Server Enterprise Manager - [Console RootiMicrosoft SOL Servers\SOL Server Gri
| Comsole Window  Help

[| acton e ook || & o+ |E[@] X &

|2

el PO®E

Tree | Datsbases 8 Items

|_1 Consols Raot
= Microsoft SQL Servers 3
549 50L Server Group abe
=]

B0 N;—.w SGL Server Registration...
) Eft 0L Server Registration progeries...
[y Delets 5QL Server Registration

E-D piccommect

[ag]

Stop
Pause

Start

New L3
All Tasks 3

Hew Window from Here

Delete
Refresh

e |

master mode!

Morthwind

tempdb

(Opens property sheet For the current selection.

Press the [Startup Parameters] button

SQL Server Properties - WINZOODO-EN

Connections | Server Settings |
Gensral | Memoy | Processar |

& -

WIN20000-EN

Databass Settings |
Security

x|

Froduct S0L Server Enterprise
Windows MT - 5.0 (2155)
7.00623
Language: English (United States]
Platform: NT INTEL %86
26E[MB]
Processors 1
FAMSSQLY
CP1252
AutoStart palicies when the operaling system starts
= v Btostar SHL Server;
[~ Autostart SOL Server Agent
™ Autostart MSDTC

Operating syster

Praduct version:

05 memory:

FRoat directory

Code page:

Startup parameters...

o1

Cancel | Lpply

Help

Parameter

x|

add |

-m

Exizting parameters

-dC:hProgram Filez\Microzaft SOL Server
-eC:%Program Files\Microzoft SOL Server
IC:\Praagrarn FilesMicrozaft SOL Servers

KN il

] | Cancel

Bemaove |

Help

Restart Microsoft SQL Server

Add a fi-mo parameter to the [Startup Parameters]

From [Enterprise Manager], right click your Microsoft SQL Server and select [Stop] and
then [Start].
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"fii SOL Server Enterprise Manager - [Console RootMicrosoft SQL ServersiSOL Sei =10[x|

| comsole  window  Help | =121 ]
| action Wew Tooks |J<:=-->| m| X \@H%k N FOom3

Tree I WINZO000-EN {Windows NT) 5 Items

Getting Started Taskpad

¥ &

set up your monitor your import or
database SOL Server export data
solution

|_1 Console Root
=B} Microsoft SQL Servers
=45 5QL Server Group
= %D Dat. Mew SCQL Server Registration. ..
Edit SQL Server Registration properties...
Delete SGL Server Registration

Disconnect

Pause
Stark

Mew »
£L00a g Tasks »
7] Mar
£ Sea Yiew »
£ 5up  New Window From Here

Delets
Refresh

Properties

Help

"i SOL Server Enterprise Manager - [Console Root (=] ]

B e wrdw b [T

| acton vew 100k || = = [B[@|( X @D 2% PomE |
Treel 5QL Server Group 1 Item
|1 Consols Root %
Bl Microsoft SG1 Servers
=] ﬁ SqL Server Group! WINZOONO-EN
EHE; Wew SOL Server Registration, ..
[

Edi: SCL Server Registration properties. .
Delete SqL Server Registration

Connect

Stop

Pause

Mew 3
All Tasks 3

e Windows from Here

Delete
Refresh

il Properties

Help

b. Restore fimastero database

1. From [Enterprise Manager] -> [Tools] -> [Restore Database]

"fii SOL Server Enterprise Manager - [Console Root'Microsoft SQL Server. o [=[ ]
| %1 Console Window  Help | =181
| acion  wiew  Toos Hc:- = | \X ||§|J5k AN L)
Tree | Data Transformation Services ¥ [(windows by 5 Ttems
— JobScheduling...
[ Consolz Raot  pepjeation v j Started Taskpad
=B Microsaft 5 Full-Text Indexing...
ERE ENC
E-@ SQL Server Query Analyzer
{1 sqL Server Prafiler
Database Scripting, .. " am:::::'(,o,. oyl me;:‘::“md
‘izards. .,
Database Mainkenance Planrer. ..
Backup Database... [t

SQL Server Configuration Properties. ..
Manage SOL Server Messages. ..

External Tools...
Opkions, ..
Font...

Terming

2. Select [master] in the [Restore as database] drop down list
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3. Select the [From device] radio button.

4. Press the [Select Devices] button.

Restore database

Gensral | DOptions |

% Festore as database: | master |

Fiestore: " Database " Filegroups or files & From device

Devices, ’

Backup number |1 Yiew Conterits.

& Restore backup set

%ol Davices..

@ Database - complete
" Database - differential
" Transaction log

" Fils or filegroup

" Read backup set information and add to backup history

oK Cancel Help

5. From the [Choose Restore Devices], press the [Add] button.

Choose Restore Devices : x|
When the backup is restored, SOL Server will attempt to restore from the
devices listed below
Backup sst: [Unknown]
Restore from (OO (O T
Device name [Fadds

Edit
Hemove.
q ] [ Aemevedl
Media verffication option

™ Only restore from media with the following name:

Medaneme: |

Ok I Cancel

6. From the [Choose Restore Destination] panel, press the [é ] button to choose your
master backup (*.bak) from your backup files

Choose Restore Destination x|
Chooze the file name or backup device to use far the
=) restore aperation. Backup devices can be created o fles
that you use frequently.
 File name? IF SMSSHLTABACKUPY -
" Backup device: | =l

7. Press the [OK] button, to start restoring the fimastero database.

C. Restart Microsoft SQL Server in fiNormal Modeo
1. Remove ii-mo parameter from the [Startup Parameters] as in previous step
2. Restart your Microsoft SQL Server as in previous step

iv. (Optional) Restore fimodehbudt,i oinmds ddbadt aabnads efi di st r i

You need tomodelstdatalliase i f you Idatabasetemplatg efdour SQL
Server.
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You need to restore fimsdbo dat abscledulingfinformationhon yoet want anged t
to restore the backup and restore history of your databases.

You need to restore fddi st rarebrunningothedreplictioa hanpenerits of $QLu
Server.

You do not need to restore these databases if you just want to restore a user database. For more

information on Microsoft SQL Server fimodel 6, fAmsdbod and Adistributiono d
http://www.microsoft.com/sql/.

You need to restore each of these databases one by one. To restore any of these databases,
please do the following:

a. From [Enterprise Manager] -> [Tools] -> [Restore Database]

b. Select the database to be restored in the [Restore as database] drop down list

C. Select the [From device] radio button.

d. Press the [Select Devices] button

e. Press the [é ] button to choose your backup files (*.bak) for the database to be restored
f. Press the [OK] button

v. Restore user database(s)

For each of the database you would like to restore,
a. From [Enterprise Manager] -> [Tools] -> [Restore Database]
b. Select the database to be restored in the [Restore as database] drop down list

C. Select the [Database] radio button.

Restore database 3 x|

General I Dptiors ]

Lﬁ Bestore as database: [abc =l

Festore: + Database " Filegraups o files " From device
Parameters
Show backops of detsvese: SR -
First backup to restare: [13111/2001 18:52:43- |
. [
Restore | Type | Backup set date [ Size | Restore fiom | Backup set name

Wl 48 13/11/20011. O0Kb CAMSSOL

1] Canecel ‘ Help |

d. From the [Show backups of database] drop down list, select the database to be restored

e. From the [First backup to restore] drop down list, select the snapshot of the database you
would like to restore to.

You can restore your database to the snapshot of your database at any point of the time
between the time you did your full backup and the time you did your last subsequent backup.

f. Change the [Restore From] entry

If you backup files (*.bak) are not in the default directory, you need to update the full path
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to your backup files by pressing the [Properties] button.
g. Press the [OK] button

vi. All database(s) restored successfully
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11 Backup/Restore Lotus Domino / Notes

This chapter will describe in details how to use G-OBM to backup your Lotus Domino server / Notes client 5 /6 /
6.5 and how you can restore your Lotus Domino server / Notes client 5/ 6 / 6.5 from the backup files.

11.1 Requirements

G-OBM must be installed onto the computer running Lotus Domino server / Notes client.

Data from Lotus Domino server / Notes client will be backed up to a temporary directory before
they are sent to the Offsite Backup Server. Please make sure you have sufficient disk space on
your computer to store these data when you run the backup job.

Lotus Domino server must runs with archive transaction logging enabled

To set up transaction logging in archive style, please do the following:

a.

Ensure that all databases to be logged reside in the Domino data directory, either at the root

or in subdirectories.

From the Domino Administrator, click the Configuration tab.

In the "Use Directory on" field, choose the server's Domino Directory.

Click Server Configuration, and then click Current Server Document.

Click the Transactional Logging tab.

Complete these fields, and then save the document.

Field

Enter

Transactional Logging

Choose Enabled. The default is Disabled.

Log path

Path name location of the transaction log.

The default path name is \LOGDIR in the Domino
data directory, although it is strongly recommended
to store the log on a separate, mirrored device,
such as a RAID (Redundant Array of Independent
Disks) level 0 or 1 device with a dedicated
controller.

The separate device should have at least 1GB of
disk space for the transaction log. If you are using
the device solely for storing the transaction log, set
the "Use all available space on log device" field to
Yes.

Logging style

Choose Archive. The default is Circular.

Maximum log space

The maximum size, in MB, for the transaction log.
Default is 192MB. Maximum is 4096MB (4GB).
Domino formats at least 3 and up to 64 log files,
depending on the maximum log space you allocate.

Use all available
space on log device

Choose one:

. Yes to use all available space on the device for
the transaction log. This is recommended if you
use a separate device dedicated to storing the
log. | f you choose Yes, y
a value in the "Maximum log space" field.

No to use the default or specified value in the
"Maximum log space" field.

Automatic fixup of
corrupt databases

Choose one:
Enabled (default). If a database is corrupt and
Domino cannot use the transaction log to
recover it, Domino runs the Fixup task, assigns
a new DBIID, and notifies the administrator that
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a new database backup is required.

Disabled. Domino does not run the Fixup task
automatically and notifies the administrator to
run the Fixup task with the -J parameter on
corrupt logged databases.

Runtime / Restart
performance

This field controls how often Domino records a
recovery checkpoint in the transaction log, which
affects server performance.
To record a recovery checkpoint, Domino evaluates
each active logged database to determine how
many transactions would be necessary to recover
each database after a system failure. When Domino
completes this evaluation, it:
Creates a recovery checkpoint record in the
transaction log, listing each open database and
the starting point transaction needed for
recovery
Forces database changes to be saved to disk if
they have not been saved already
Choose one:
. Standard (default and recommended).
Checkpoints occur regularly.
Favor runtime. Domino records fewer
checkpoints, which requires fewer system
resources and improves server run time
performance.
Favor restart recovery time. Domino records
more checkpoints, which improves restart
recovery time because fewer transactions are
required for recovery.

Notes:

You can only run transaction log backup if you have transaction logging enabled and you are

using archive mode. This command does not apply if you have transaction logging enabled not

in archive mode or if transaction logging is not enabled at all. If you try to issue it, you will

receive an error message.

11.2 Overview

G-OBM will backup your Lotus Domino server / Notes client by taking the following steps:

Vi.

Run all Pre-Commands of this backup set

If the backup type to run is [Database Backup type],

a. all file(s) / database(s) selected are copied to the temporary directory specified by this

backup set

b. the notes.ini file, if selected, will be copied to the temporary directory

C. only filled log extents will be copied to the temporary directory, and the Domino server is
notified of their availability for reuse (for Domino server only)

(for Domino server only) If the backup type to run is [Transaction Log Backup type],

a. only filled log extents will be copied to the temporary directory, and the Domino server is
notified of their availability for reuse

Run all Post-Commands of this backup set

Upload all files copied to the temporary directory to the Offsite Backup Server

Remove temporary files from the temporary directory if [Setting] -> [Temporary Directory for
storing backup files] is enabled
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11.3 How to backup Lotus Domino / Notes database(s) / file(s) on
Windows

Please follow the instructions below to backup your Lotus Domino server / Notes client databases / files using G-
OBM.

i Open G-OBM

Right click G-OBM icon available in the system tray and choose [Open]

Help
Stop Running Backop  #

ii.  Create a backup set

a. From the Menu, Choose [Backup Set] -> [New] -> [Lotus Backup Set]

% Gigasoft Online Backup Manager.
Restore Tools View Help
| File Backup Set

A Remove  » |8 System State Backup Set
|9 Lotus Backup Set

|#) MS Exchange Backup Set

set-1

H Save Setting

E Exit |\" M3 Exchange Mail Level Backup Set
- Backup s [0) MS SOL Server Backup Set
2 t[:& Backup Fi i) MySGL Backup Set entication for Windows
I EI comman |& Oracle Datahase Backup Set
F ,.J Setting rraT s,

=) Encryption FPassward
I8 \TTJ Retention Paolicy

- In-File Deta )
i é Local Gopy Run scheduled backup on this computer

Log Table (FileBackupSet-1) £
Type | Loy Tire
D Start [Windows 3P (CCLLAP1), GigasoffOBM 5.2.4.0] [2008/03/27 13:51:08] -~
@ Start running pre-cammands [2008/03/27 13:51:08]
@ Finighed running pre-commands (2008003727 13:591:08]
@ [Shadow Copy] Another snapshot of this volume is running [2008/03/27 13:51:08]
@ Wiaiting for other backup job ta finish [2008/03/27 13:51:08]
@ Start running post-commands (200800327 13:52:08] B
2 Backup | @ Restore| (@ Log
Backup Interrupted by User Quota (Remaining / Total): 50M /500 | Last Backup: -

b. Enter a name for your backup set
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Backup Set

Please type a name for this Backup Set.

Name: ]LotusBackupBet—1
Type: Lotus Domino Server Backup

Lotus-

notes.ini: ID:\Lntuleuminu\notes.lni

Cancel = Previous Next =

c. Select the Backup Set Type (Lotus Domino Server Backup / Lotus Notes Client Backup)

d. Select the database(s) / file(s) you want to backup
X

- Backup Source

Please selectfiles arfand directories to be backed up.

- @) Lotus Domino ﬁ‘l
=M LIS

M ot

M (1 domino

M Cgtrhome

help

IBM_TECHNICAL_SUPPORT

iNotes

Iogdir

1M [ mail o
| | »

~Temporary directory for storing backup files

|C'\Backup\Lutus Change

v Remove temporaryfiles after backup

&

Bl
[
2]
&
3
=

Cancel < Previous Next »

e. Enter a temporary location to store the backup files before they are sent to the Offsite
Backup Server

f. Set the backup schedule for Database Backup

~Backup Schedule

Flease schedule the backup time.

Transaction Log Backup Schedule (Type: Transaction log; Weekly

4 I |

Add | Remove | Properies |

< Previous Mext = Cancel

g. Set the backup schedule for Transaction Log Backup (for Domino server only)
(Note: You can have more than one schedule in a backup set, i.e. you can perform intra-day

transaction log backup by adding more than one daily transaction log backup schedule to
your backup set)

h. Set the encryption algorithm, encryption mode and encrypting key for this backup set
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~Encryption Setting

Please setup the encryption setting ofthe Backup Set.
I~ Do NOT use encryption

Algorithm: ITWUﬂsh VI

Mode:
= CBC (Cipher Block Chaining)

" ECE (Electronic CookBook)

Encrypting Key: |

Confirm Encrypting Key: |

< Previous Mext = Cancel

(Hint: For maximum security, please select AES (Advanced Encryption Standard) Algorithm,
CBC (Cipher Block Chaining) mode and use an encrypting key with more than 8 characters.)

iii.  Run Backup

a. Select the backup set you want to run on the left panel and press the [Start Backup] button
(»)

b. Select the backup type (e.g. Database, Transaction Log) you would like to perform (for
Domino server only)

Backup

(= Datahase (notes.ini, Databases, Files, Transaction Logs}

= Transaction Logs

Ok | Cancel

c. Select [Off-site Backup Server] to start backing up your files to the Offsite Backup Server.

Backup to
o

1p Served

L

isk (Seed Load Utilitd

Start the backup for [LotusBackupSet-1] 7

oK Cancel
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11.4 How to restore Lotus Domino / Notes database(s) / file(s) on
Windows

Please follow the instructions below to restore Lotus Domino server / Notes client database(s) / file(s) from the
Gigasoft Offsite Backup Server.

Install Lotus Domino server / Notes client back to its original folder (if required)

Install G-OBM

Please refer to the [Installation] section for information on how to install G-OBM onto your
computer.

Shutdown Lotus Domino Server

If you want to perform a full domino restore (restore all databases and files):

a.

d.

€.

Download the backup files to be restored from the Offsite Backup Server and save them
back to its original location. It includes notes.ini, all backup files from the lotus domino data
directory and all archived transaction logs

Modi fy the fiDomidaoRecatved. bartter the bin directbory of
reflect your setup. You need to specify the lotus executable directory.

For example change the PROGRAM_DIR to:
PROGRAM_DIR=C:\Lotus\Domino

Run fADominoRecover.bato and press 6Yd to continue.
For example: C:\program files\obm\bin\DominoRecover.bat

This will run media recovery for all databases (*.nsf and mail.box) found under the Lotus
data directory (e.g. C:\Lotus\Domino\Data). You should see something similar to the screen
below.

Media Recovery Example:

C:\ program files \ obm\ bin >Domino Recover.bat
Media Recovery Utility for Lotus Domino 5.0 or above

Please make sure that you have done the following:

1. Reinstall Lotus Domino on this computer in the same directory

2. Restore Notes.ini to the Lotus Domino installation directory
(e.g.C :\Lotus \ Domino)

3. Restore Domino Data directory back to the directory defined

in Notes.ini (e.g. C: \ Lotus \ Domino\ Data)
4. Restore all archived transaction logs to the directory defined
in Notes.ini (e.g. C: \ Lotus \ Domino\ Data \ logdir)

Continue ? (Y) or (N)y

Running media recovery ...

Please wait, creating new transaction logs in directory: C: \ logdir \
02/12/2003 14:39:19 Recovery Manager: Restart Recovery complete. (0/0

databases needed full/partial recovery)

Media Recovery Replay (122 MB): 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
02/12/2003 14:39:22 Recovery Manager: Media Recovery complete for

C:\ Lotus \ Domino\ Data \ admin4.nsf, last update applied .

Backup file C: \ Lotus \ Domino\ Data \ admin4.nsf recovered.
éééé
Media Recovery Replay (122 MB): 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

02/12/2003 14:40:57 Recovery Manager: Media Recovery complete for
C:\ Lotus \ Domino\ Data \ statrep.nsf, last update applied .

Backup file C: \ Lotus \ Domino\ Data \ statrep.nsf recovered.

C:\ program files \ obm\ bin >

All content of all database(s) are now rolled forward to the last committed transaction found
in the last archived transaction log.

Restart Lotus Domino server
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v. If you just want to restore a single database:

a. Download the database file to be restored from the Offsite Backup Server and save them
back to its original location.

b. (optional) If you need to perform media recovery on this database, please download all
archived transaction logs and save them back to its original location

c. Modify the f@dADomi noReduwnder the bia ditectdry af the OBM installation to
reflect your setup.

For example we wild.l recover the Aadmind.nsfo and have
C:\restore\notesdata, change the tags to:

PROGRAM_DIR=C:\Lotus\Domino

INPUTFILE=C:\restore\notesdata\admin4.nsf

RESTOREDB=C:\Lotus\Domino\Data\admin4.nsf

RECDATE=18/01/2007

RECTIME=00:02

d. Run fADominoRecover.bato.

You should see something similar to the screen below.

Media Recovery Example:

C:\ program files \ obnm>DominoRecover.bat
Media Recovery Utility for Lotus Domino 5.0 or above

Running media recovery ...

Restart Analysis (0 MB): 100%

18/ 01/200 7 14:42:15 Recovery Manager: Restart Recovery complete. (0/0
databases needed full/partia | recovery)

Media Recovery Replay (122 MB): 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
18/ 01/200 7 14:42:17 Recovery Manager: Media Recovery complete for

C:\ Lotus \ Domino\ data \ admin4.nsf, last update applied

Backup file C: \ Lotus \ Domino\ data \ admin4.nsfre  covered.

C:\ Lotus \ Domino>

e. All content of the database are now rolled forward to the last committed transaction found in
the last archived transaction log.

f. Restart Lotus Domino Server
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11.5 How to backup Lotus Domino / Notes database(s) / file(s) on
Linux

Please make sure that the user running G-OBM have

|l ocated

sufficient

privileges to read

i n subdirectdryp of where G-OBM is installed. This file is used by G-OBM to store the location of
the domino/notes application executables. e.g. use chmod to set read, write & execute permissions

# cd $0OBM_HOME/bin
# chmod 777 notesenv

Please follow the instructions below to backup your Lotus Domino server / Notes client databases / files using G-

OBM.

Open G-OBM by typing the following in a terminal

# cd $OBM_HOME
# ./bin/BackupManager.sh

Create a backup set

a. From the Menu, Choose [Backup Set] -> [New] -> [Lotus Backup Set]

Backup El‘ Backup Restore Tools Yiew Help

_@ G Online Backup Manager,

(=)=](*]

% Blew ¥ |5 File Backup Set
[(ARemove | [

|=] save Serting | (i Latus Backup Set

B Exit ‘?_

|44 MySOL Backup Set
|@! Oracle Database Backup Set

|

‘Welcome to Online Backup Manager!

Quota (Eemaining f Total): $6.28GC / 1000 Last Backup: 2007-01-28 17:43

Froperties
[¥] Run scheduled backup on this computer
Log Table (FileBackupSet-1)
Type | Log Time
2 Backup | ¥ Restore | @ Log

b. Enter a name for your back

up set

. Add new Lotus Backup Set
 Backup Set

Please type a name far this Backup Set

Mamme: [LotusBarkupSer- 1 |

Type: Lotus Domino Server Backup
Lotu:

’Vnutes.ml. Jlocalfnotesdata/notes.ini Change
Cancel MNext »

Gigasoft Holdings Plc

Page 66 of 102

(March 31, 2008)

and



..fh Gigasoft Holdings Plc Gigasoft Online Backup

User Guide

c. Selectthel ocati on of tflee Tha defaule pathnforahis will be in the
/local/notesdata folder.

d. Select the database(s) / file(s) you want to backup

Add new Lotus Backup Set
rBackup Sourc
Flease select files arfand directories 1o be backed up
¢ @i aming:
9 ML Daa
@ 7 (1 Deskiop
@ 7] 11BM_TECHNICAL_SUPPORT
e A Jdfc
@ [/ Cdomina
& A gtrhome
@ A dhelp
@ A liNotes
@ [ ] mail

~Temporary directory for storing backup files

Swarfbackup/Lotus Change

[¥] Remove tempaorary files after backup

Cancel < Previous Mext >

e. Enter a temporary location to store the backup files before they are sent to the Offsite
Backup Server. Please make sure that the user running G-OBM have sufficient privileges to
read and write to this location and sufficient space is available.

f. Set the backup schedule for Database Backup

Add new Lotus Backup Set

rBackup Schedul
Flease schedule the backup time

Database BackupSchedule (Type: Database; Weekly - Fricay)
Transaction log BackupSchedule (Type: Transaction Logs; e

Z| D

| Arld H Remowe H Froperties |
Cancel < Previous Mext >

Marme: [Parabase BackupSchedule |

Backup
(® Database (notes.ini, Databases, Files, Transaction Logs)

( Transaction Lags

Tyne
() Daily @ eakly ) Monthhy (23 Custom
Day

Backup on the following day(s) every week:
[T] Sunday [[] Monday [0 Tuesday [ Wednesday

[ Thursday v Friday [ saturday

Start
Start Time (hhomm)y, |21 0|00
Stop

Stop on completion (Full Backup)

g. Set the backup schedule for Transaction Log Backup (for Domino server only)
(Note: You can have more than one schedule in a backup set, i.e. you can perform intra-day
transaction log backup by adding more than one daily transaction log backup schedule to
your backup set)
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Set the encryption algorithm, encryption mode and encrypting key for this backup set

Encryption Setting
Flease setup the encryation setting of the Backup Set.

) Default (Use Login Password as Encrypting ey
® [Custom

[JJ Do NOT use encryption.

Algarithm: | AES -

Mode:
@ CBC (Cipher Block Chaining)

» ECB (Electronic CookBook)
Encrypting Kew: |
Corfirm Encryating Key: [ |

Cancel < Previous Mext >

(Hint: For maximum security, please select AES (Advanced Encryption Standard) Algorithm,
CBC (Cipher Block Chaining) mode and use an encrypting key with more than 8 characters.)

iii.  Run Backup

a.

Select the backup set you want to run on the left panel and press the [Start Backup] button
(»)

Select the backup type (e.g. Database, Transaction Log) you would like to perform (for
Domino server only)

_ select Backup Type (LotwsBackupserd) . [B|
Backup

@) Database (notes.ini, Databases, Files, Transaction Logs)

) Transaction Logs

Select [Off-site Backup Server] to start backing up your files to the Offsite Backup Server.

Confirm Backup Start @

Backup to
(@ Offsite Backup Server
{_r Local Hard Disk (Seed Load Utility

Start the backup for [LotusBackupSet-1] 7

| (o138 || Cancel || Options = >

You should get something similar to the screen shot below.
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Backup Set Backup Restore Tools Wiew Help

Online Backup Manager

|F save Serting | P>

! Stop Backup

\e> Backup Controller

(A |[#) Backup Set - LotusBackupSet-1

[—:_User Profile

(% In-File Deha

(] ﬁf‘:\:musﬁatkupsm—l
I8 Backup Source
,_® Backup Schedule

ElExlra Backup

Backup Set

Mame: LotusBackupSet-1
Type: Lotus Domino Server Backup

=

f,:) Start backing up Motes.ini to *fwar/backup/Lotus/ 11700832109
f,:) End backing up Mates.ini

f,:) Start backing up updated filesfdatabases to " /war/backup/Lotu
f,:) Backing up */local/notesdata/domino/himl/DAD fsetup.exe”

f,:) "flocalfnotesdata/daomino/html/DAD/ setup. exe" backup succes
f,:) Backing up */local/notesdata/domino/himl/favican.ico”

f,:) “flocalfnotesdata/dominofhtml/favicon.ico” backup successfulky:
f,:) Backing up */local/notesdata/domino/himl/chwa? cab®

f,:) “flocalfnotesdata/domino/html/dwa?. cab” backup successfully.
f,:) Backing up “/local/notesdata/domino/htm|fdwa? W cab”

f,:) “flocalfnotesdata/dominofhtml/dwa7 . cab” backup successfully
f,:) Backing up */local/notesdata/domino/himlfdwa?res_en.dll"

f,:) “flocalfnotesdata/domino/html/dwa7res_en. dil* backup succes
f,:) Backing up */local/notesdata/domino/himlfiNotes&. cab”

[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[

ackup Filter E Log Table {LotusBackupset-1)

ommand Line Tool | Typa | Log I Time ]
[ sening ) Start | Linux 2.6.9-42 ELsmp (localhosty, OBM 5.2.1.0 | 2007/01/30 01.58.21]
) Encryption @ Start running pre-commands 2007/01/30 01:58:22]
for Retenitian Folicy @@ Finished running pre-commands 2007/01/20 01:58:22]

2007/01/30 01:58:22]
2007/01/30 01:58:22]
2007/01/30 01:58:22]
2007/01/30 01:58:27]
2007/01/30 01:58:39]
2007/01/30 01:58:39]
2007/01/30 01:58:41]
2007/01/30 01:58:41]
2007/01/30 01:58:42]
2007/01/30 01:58:42]
2007/01/30 01:58:43]
2007/01/30 0158 44]
2007/01/30 01:58:45]
2007/01/30 01:58:45]

12 ackup [V Restore | @ Log |

Backing up "flocal/notesdatafdomina/htmlfiNotese.c...

Quata (Remaining f Totaly 99.29C § 100G Last Backup: 2007-01-28 17:43

11.6 How to restore Lotus Domino / Notes database(s) / file(s) on

Linux

Please follow the instructions below to restore Lotus Domino server / Notes client database(s) / file(s) from

Gigasoft Offsite Backup Server.

i Install Lotus Domino server / Notes client back to its original folder (if required)

ii. Install G-OBM

Please refer to the [Installation] section for information on how to install G-OBM onto your
computer.

iii.  Shutdown Lotus Domino Server

If you want to perform a full domino restore (restore all databases and files):

Download the backup files to be restored from the Offsite Backup Server and save them

back to its original location. It includes notes.ini, all backup files from the lotus domino data
directory and all archived transaction logs. If you encounter any access problems, please try
user

restori

ng using the fArooto

Make sure that the owner and group permissions of the restored files are the notes user

For example:

# chown —R notes:notes /local/notesdata

This will assign the owner and group to all files and directories within /local/notesdata.

Modi fy

the fiDomi noRecover.sho

For example change the DATA_DIR and LOTUS tags to:

Make sure the current user is the notesus er

Run i Do mi

DATA_DIR=/local/notesdata
LOTUS=/opt/ibm/lotus

noRecover.sho and

For example: #./usr/local/obm/bin/DominoRecover.sh

before

press

| ocat eG@OBMnink&latiantice
reflect your setup. You need to specify the data directory and the lotus executable directory.

6Yd

t

runni

(]

ng

cont i

t he

nue.
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This will run media recovery for all databases (*.nsf and mail.box) found under the Lotus
data directory (e.g. /local/notesdata). You should see something similar to the screen below.

Media Recovery Example:

bash - 3.00$ cd /usr/local/obm/bin
bash - 3.00$ ./DominoRecover.sh
Media Recovery Utility for Lotus Domino 5.0 or above

Please make sure that you have done the following:

1. Reinstall Lotus Domino on this computer in the same directory

2. Restore Notes.in i to the Lotus Domino installation directory
(e.g. /local/notesdata)

3. Restore Domino Data directory back to the directory defined
in Notes.ini (e.g. /local/notesdata)

4. Restore all archived transaction logs to the directory defined
in Notes.ini (e.g. /local/notesdata/logdir)

Continue ? (Y) or (N) y

Running media recovery ...

directory /local/notesdata// already exists

Please wait, creating new transaction logs in directory: /local/notesdata/logdir/

02/01/2007 11:38:43 AM Recovery Manager: Res tart Recovery complete. (0/0 databases
needed full/partial recovery)

02/01/2007 11:38:45 AM Recovery Manager: Assigning new DBIID for

/local/notesdata/names.nsf (need new backup for media recovery).

Media Recovery Replay (0 MB): 100%

02/01/2007 11:38:45 A M Recovery Manager: Media Recovery complete for
/local/notesdata/dfc/dfc100.nsf, last update applied .

Backup file /local/notesdata/dfc/dfc100.nsf recovered.
Media Recovery Replay (0 MB): 100%
02/01/2007 11:38:46 AM Recovery Manager: Media Recovery com plete for
/Nlocal/notesdata/help/decsdoc.nsf, last update applied .

é

Backup file /local/notesdata/iNotes/help70_iwa_en.nsf recovered.
Media Recovery Replay (0 MB): 100%
02/01/2007 11:38:50 AM Recovery Manager: Media Recovery complete for
/local/notesda ta/mail/notes.nsf, last update applied .

Backup file /local/notesdata/mail/notes.nsf recovered.
bash - 3.00$

f. All content of all database(s) are now rolled forward to the last committed transaction found
in the last archived transaction log.

g. Restart Lotus Domino server

v. If you just want to restore a single database:

a. Download the database file to be restored from the Offsite Backup Server and save them
back to its original location.

b. (optional) If you need to perform media recovery on this database, please download all
archived transaction logs and save them back to its original location

c. Modify the ADominoRecover.sho | ocat eGOBMiins&latianttee bi n di
reflect your setup.

For examplewe will recover the fadmied4herfietodo and have rest ol
/restore/local/notesdata, change the tags to:

DATA_DIR=/local/notesdata

LOTUS=/opt/ibm/lotus

INPUTFILE=/restore/local/notesdata/admin4.nsf

RESTOREDB=/local/notesdata/admin4.nsf

RECDATE=18/01/2007

RECTIME=22:41

d. Make sure the current user is the notes wuser before ru

e. Run i Do miReramver.s h 0 .

You should see something similar to the screen below.

| Media Recovery Example: |
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bash - 3.0 0$ cd /usr/local/obm/bin
bash - 3.00$ ./DominoRecover.sh
Media Recovery Utility for Lotus Domino 5.0 or above

directory /local/notesdata// already exists
Recovering backup file ...

Restart Analysis (0 MB): 100%

18/01/2007 03:35:56 PM Recovery Manager: R estart Recovery complete. (0/0 databa ses
needed full/partial recovery)

Media Recovery Replay (1 MB): 30% 50% 80% 100%

18/01/2007 03:35:57 PM Recovery Manager: Media Recovery complete for /local/res
tore/local/notesdata/admin4.nsf, last update applied .

Backup file /local/restore/local/notesdata/admin4.nsf recovered.
Taking database /local/notesdata/admin4.nsf offline ...
Restoring database /local/notesdata/admin4.nsf
from recovered backup file /local/restore/local/notesdata/admin4.nsf ...
Databas e file /local/notesdata/admin4.nsf restored from /local/restore/local/not
esdata/admin4.nsf
Bringing database /local/notesdata/admin4.nsf online ...

Program completed successfully.
bash - 3.00$

f. All content of the database are now rolled forward to the last committed transaction found in
the last archived transaction log.

g. Restart Lotus Domino Server
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12 Backup/Restore Microsoft Exchange Server

This chapter will describe in details how to use G-OBM to backup your Microsoft Exchange Server 2000 / 2003
and how you can restore your Microsoft Exchange Server 2000 / 2003 from the backup files.

12.1 Requirements

i Microsoft Exchange Server 2000 with Services Pack 3 and post-SP3 update rollup installed. Please
refer to http://www.microsoft.com/exchange/ for more information.
or
Microsoft Exchange Server 2003.

ii. G-OBM must be installed onto the computer running Microsoft Exchange Server 2000 / 2003.

iii. Data from Microsoft Exchange Server will be backed up to a temporary directory before they are
sent to the Offsite Backup Server. Please make sure you have sufficient space on your computer
to store these data when you run the backup job.

12.2 Overview

A Microsoft Exchange Server 2000/2003 stores its data in Windows Active Directory as well as in its databases.
To fully backup a Microsoft Exchange Server 2000/2003, you need to backup the following components:

i Windows System State

The Windows System State contains the information about your Windows system, including
Windows Active Directory. A Microsoft Exchange Server 2000 / 2003 stores some of its
configuration, e.g. email accounts and mailbox properties, inside Windows Active Directory. It is
important that Windows Active Directory is backup properly when backing up a Microsoft
Exchange Server.

Active Directory is stored inside a Windows Server running as Windows domain controller. If your
Exchange Server is a domain controller, you can simply backup the Windows System State of
your Exchange Server. If your Exchange Server is running as a member server, you will need to
install another copy of G-OBM onto the domain controller to backup the Windows System State of
inside the domain controller.

For more information on Active Directory, please refer to
http://www.microsoft.com/windows2000/technologies/directory/ad/default.asp

ii. Microsoft Information Store
Exchange Server stores all emails and documents inside its databases, which are grouped
together as storage groups inside Microsoft Information Store. It is important that Microsoft
Information Store is fully backup when backing your Exchange Server.

iii.  Microsoft Site Replication Service
Microsoft Site Replication Service is installed automatically when exchange server site replication
feature is enabled. Microsoft Site Replication stores its runtime and configuration information
inside its own database. If you are running your Exchange Server with Site Replication Service
enabled, please make sure that you backup the site replication database as well.

iv. Microsoft Key Management Service (Exchange 2000 only)
Similarly, if you have setup your Exchange Server with Key Management Services enabled, please
make sure that you backup the key management database as well.

G-OBM will backup your Microsoft Exchange Server by taking the following steps:
v. Run all Pre-Commands of this backup set
vi. If the backup type to run is [Database Backup type],

a. Windows System State will be backed up to a temporary directory specified in its backup set
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b. All exchange database(s) selected are backed up to a temporary directory specified in its
backup set

vii. If the backup type to run is [Transaction Log Backup type],

a. New transaction log extents generated since last backup will be copied to the temporary
directory

viii. Remove transaction log extents backed up from the Exchange Server
ix. Run all Post-Commands of this backup set
X.  Upload all backup files from the temporary directory to the Offsite Backup Server

xi. Remove temporary files from the temporary directory if [Setting] -> [Temporary Directory for
storing backup files] is enabled
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12.3 How to backup Microsoft Exchange Server

Please follow the instructions below to backup your Microsoft Exchange Server 2000 / 2003 using G-OBM:
i Open G-OBM
Right click G-OBM icon available in the system tray and choose [Open]

Help
Stop Running Backup  #

ii.  Create a backup set

a. From the Menu, Choose [Backup Set] -> [New] -> [MS Exchange Backup Set]

= Gigasoft Online Backup Manager

Backup

Restore Tools View Help
[£) File Backup Set
(K Remove b [ System State Backup Set

- [ Lotus Backup Set fet
5| save setting -
[#) WS Exchange Backup Set
[H Eat [ M8 Exchange Mail Level Backup Set
O packup s [ MS 5GL Server Backup Set
4 BseenF| i wyaoL Backun Bet entication for Windows——
Efcomman G 006 Datanase p Set
4 setting ol -
(3 Encryption Pa

- Retantion Palicy

S exra Backup
{4 In-File Delta
-y Local Gopy Run scheduled backup on this computer

Log Tahle (FileBackupSet1) o
Type Log Time
@ Start [Windows XP (CCLLAPT), GigasofOBM 6.2 4.0] [2008/03/27 13:61:08] A
@ Start running pre-commands [2008/03/27 1 3:51:08]
@ Finished running pre-commands [2008/0327 13:51:08]
@ [shadow Copy] Another snapshot of this valume is running [2008/03427 13:51:08]
@ waiting for ather backup Jok 1a finish [2008/0327 13:51:08)
@ Startrunning post-commands [2008003027 13:52:08]
& Backup | @ Restore | (@ Log
Backup Interrupted by User Quota (Remaining / Total): 50M{ 50M |Last Backup: -

b. Enter a name for your backup set

~Backup Set
Please type a name for this Backup Set

MNarne: |M5ExchangeBackupSet-1

Type. Microsoft Exchange Server Backup

= Prexvious | Mext= Cancel |

c. Select the database(s) to be backup
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~Backup Source

Flease select Database to be backed up.

=k Wy Computer -
[ [ system State
= [ Microsoft Exchange Server
= =3 WINZO00SVR
- [ % Microsoft Information Store
=1 [T gl First Storage Group
[ 3 Mailbox Store (AIN20005YR)
- 3 Public Folder Stare (ANZ0008VR)
= B
- 3 ahbc
7 3 acct
- 3 mail2 =l

rTemporaty directory for storing backup files

IC:lBacKumMSExchange Change |
= Previous Mext = Cancel

If this Exchange Server is also a domain controller of this Active Directory, select the
[System State] checkbox as well. Otherwise, please install G-OBM to the domain controller
of this Active Directory and select the [System State] checkbox on that computer

d. Enter a temporary directory for storing the backup files before they are sent to the Offsite
Backup Server

e. Set the backup schedule for Database Backup

~Backup Schedule

Flease schedule the backup time.

le

Transaction Log Backup Schedule (Type: Transaction log; Weekly

4 I |

Add | Remove | Properies |

< Pravious Mext = Cancel

f. Set the backup schedule for Transaction Log Backup
(Note: You can have more than one schedule in a backup set, i.e. you can perform intra-day

transaction log backup by adding more than one daily transaction log backup schedule to
your backup set)

g. Set the encryption algorithm, encryption mode and encrypting key for this backup set

~Encryption Setting

Flease setup the encryption setting ofthe Backup Set

[~ Do NOT use encryption

Algarithm: ITWUﬂsh VI

Mode
& CBC (Cipher Block Chaining)

(" ECE (Electronic CookBook)

Encrypting Key: |

Confirm Encrypting Key: |

< Pravious Mext = Cancel
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(Hint: For maximum security, please select AES (Advanced Encryption Standard) Algorithm,
CBC (Cipher Block Chaining) mode and use an encrypting key with more than 8 characters.)

iii.  Run Backup

a. Select the backup set you want to run on the left panel and press the [Start Backup] button
(»)

b. Select the backup type (e.g. Database, Log Files) you would like to perform

Backup

(o :fiatabasea:

i Log Files

Ok | Cancel |

c. Select [Off-site Backup Server] to start backing up your files to the Offsite Backup Server
and press the [OK] button

¢ Local Hard Disk (Seed Load Uilitd)

Start the backup for [MSExchangeBackupSet1] ?

0K | Cancel |

d.  You should get something similar to the screen shot below.

* Gigasoft Online Backup Manager, = | @|E|
Backup Set Backup “iew
H» n|
4 Backup Contraller ¢ | 3 Backup Set- MSExchangeBackupget-1
E.i User Profile Backup Set
E“@ Ev— Narme: MSExchangeBackupSet-1
iy Backup Scheduls Type:  Microsoft Exchange Server Backup
E ﬁoummand Line Tool FE— |
+ ﬁ'Beﬂmg
By Encryption
Log Tahle (MSExchangeBackupSet-1)
Type | Lo Tirme
@ Start [2004/01/31 13:53:47] |
@ Start running pre-commands [2004/01/31 13:53:47]
3)  Finished running pre-comimands [2004i01/31 12:53:47]
@ Using Temporary Directory - FiBackupiMSExchangey1071134... [2004/01/31 13:53:47]
@)  StartMicrasont Exchange backup [2004/01/31 13:53:47]
@ [Star] Exchange Server- "WIN20005VR" [2004/01/31 13:53:47]
@ [Start] Service - "Mictasof Information Store” [2004/01/31 13:53:47]
@ [Star] Storage Group - "First Storage Group” [2004/01/31 13:53:47]
@ [Start] Database - "Mailbox Stare MAWIN20008VR)" [2004/01/31 13:53:47]
@ Backing up EAProgram FilesiExchsrmmdbdatatprivl edh’ ... [2004/01/31 13:53:47]
@ Backing up 'E:\Program Files'Exchsrimdbdatatprivl stm’ [2004/01/31 13:683:48] |
@ [End] Database [2004/01/31 13:53:51]
@ [Stari] Database - "Public Folder Store dYINZO00SYR)" [2004/01/31 13:53:51]
@ Backing up E\Program FilesiExchsrmimdhdataipub1.edb’.. [2004/01/31 13:53:51]
@ Backing up 'E\Program Files'Exchsrimdhdatatpubt .stm'.. [2004/01/31 13:54:19]
[63) [End] Database [2004/01/31 13:54:22]
@ [Start] Backing up log files ... [2004/01/31 13:54:22]
@ Backing up E:\Program FilesiExchsnmimdbdatalEQDDD0E [2004/01/31 13:54:23] ;I

| Backup ﬂl

Backing up 'EXProgram FilestExchswriSG2acct stm' ...

|Quuta (Remaining J Totaly: 48.08G § 50G |LastBackup. 2004-01-31 10:42
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12.4 How to restore Microsoft Exchange Server

Please follow the instructions below to restore Microsoft Exchange Server 2000 / 2003 from the Gigasoft Offsite
Backup Server.

i Prepare the system for your Exchange Server (if required)

Install the original version of Windows and Exchange Server (with the same level of service pack
installed as in the original system) back to your computer

ii. Restore Windows Active Directory (if required)

If you have re-installed Windows, please download the Windows System State backup file, named
[SystemState.bkf], from the Offsite Backup Server and then use [NTBackup.exe] to restore your
Windows System State to its backup time from the backup file by following the instructions below:

a. Run [NTBackup.exe] from [Start] -> [Run]
b. Press the [Restore Wizard] button and then press the [Next] button

C. Press the [Import] button and use the [Browse] button to select the backup file
[SystemState.bkf] downloaded

d. Select the checkbox next to the description that matches your backup file
e. Press the [Next] button and then the [Finish] button

iii. Install G-OBM (if required)

Please refer to the [Installation] section for information on how to install G-OBM onto your
computer.

iv.  Startup the [Microsoft Information Store] services from Windows Services
v. Restore exchange database(s) from backup:

a. Download the database backup files to be restored from the Offsite Backup Server (or find
the cached copy available in the temporary directory defined in your backup set) and save
them to your hard disk (please make sure the directory structure is the same as it appears
on the browser), namely:

->[C:]

-->[backup]

---->[ABC]

------ >[Microsoft Information Store]
-------- >[First Storage Group]
---------- >[Mailbox Store(ABC)]
--------------- >Privl.edb
--------------- >Privl.stm

---------- >[Public Folder Store(ABC)]
--------------- >Pubil.edb
--------------- >Pub1l.stm

---------- >E0000001.log

b. If the database to be restored exists on your computer already, please dismount it from the
services using [Start] -> [Program] -> [Microsoft Exchange] -> [System Manager]

C. Use [ExchangeRestore.exe] from the [bin] directory under the installation directory of G-
OBM (e.g. C:\Program Files\Gigasoft Online Backup Manager\bin\ExchangeRestore.exe) to
restore the exchange database(s).

Simply run [ExchangeRestore.exe] to print the usage

ExchangeRestore.exe Usage: |
[C:\ Program Files \ OBMbin> ExchangeRestore.exe |

Gigasoft Holdings Plc Page 77 of 102 (March 31, 2008)



S

i Gigasoft Holdings Plc

Gigasoft Online Backup

User Guide

e.

Microsoft Exchange Server 2000/2003 Backup Recovery Utility

Usage:
ExchangeRestore DIR=path SERVER=server TEMP=tempDir [SERVICE=service [STORAGE=st
orage [DATABASE=database]]]

DIR Directory containing all backup files

SERVER Name of Exchange Server to be restored

TEMP Temporary directory to be used during restore

Please spec ific a path with plenty of free space

SERVICE Name of Exchange Service to be restored. It must be either
“Microsoft Information Store", "Microsoft Key Management Service"
or "Microsoft Site Replication Service"

STORAGE Name of storage group to be restored

DATABASE Name of database to be restored

Examples:
1. To restore an exchange server:
ExchangeRestore DIR="C: \ Backup" SERVER="ExchangeServer"' TEMP="C: \ Temp"

2. To restore the information store:
ExchangeRestore DI R="C: \ Backup" SERVER="ExchangeServer" TEMP="C: \ Temp"
SERVICE="Microsoft Information Store"

3. To restore an exchange storage group:
ExchangeRestore DIR="C: \ Backup" SERVER="ExchangeServer"' TEMP="C: \ Temp"
SERVICE="Microsoft Information Store" STORAGE="StorageGroup1"

4. To restore an exchange database:
ExchangeRestore DIR="C: \ Backup" SERVER="ExchangeServer"' TEMP="C: \ Temp"

SERVICE="Microsoft Information Store" STORAGE="StorageGroup1"
DATABASE="Databasel"
where
"C: \ Backup” is the directory containing all backup files
"ExchangeServer" is the server name of an exchange server
"C: \ Temp" is the temporary directory to be used
"StorageGroupl" is the name of a storage group
"Databasel" is the name of a database

(Example 1) To restore all databases from backup available in [F:\Backup] to an exchange
server named [WIN200OSVR] using the temporary directory [F:\Temp], you can use this

command:

E:\Program Files\Gigasoft Online Backup Manager\bin> ExchangeRestore DIR="F:\Backup"

TEMP="F:\Temp" SERVER="WIN2000SVR"

Exchange Server Recovery Example:

E:\ Program Files \ OBM bin> ExchangeRestore DIR="F: \ Backup" TEMP="F: \ Temp"
SERVER="WIN2000SVR"

Microsoft Exchange Server 2000/2003 Backup Recovery Utility

[Start ] Exchange Server - 'WIN2000SVR'
[Start] Service - 'Microsoft Information Store'
[Start] Storage Group - 'First Storage Group'

[Start] Database - 'Mailbox Store (WIN2000OSVR)'
Restoring file 'E: \ Program Files  \ Exchsrvr \ mdbdata \ privl.edb' ...
Restoring file 'E: \ Program Files  \ Exchsrvr \ mdbdata \ privl.stm'...

[End] Database - 'Mailbox Store (WIN2000SVR)'

[Start] Database - 'Public Folder Store (WIN2000OSVR)'
Restoring file 'E: \ Program Files  \ Exchsrvr \ mdbdata \ publ.edb' ...
Restor ing file 'E: \ Program Files  \ Exchsrvr \ mdbdata \ publ.stm' ...

[End] Database - 'Public Folder Store (WIN2000SVR)'

[Start] Restoring transaction log - 'First Storage Group'
Restoring Log File 'F: \ Temp\ restore.tmp  \ First Storage Group \ E00000B3.log" .
Restoring Log File 'F: \ Temp\ restore.tmp  \ First Storage Group \ EO0000BA4.log' ...

[End] Restoring transaction log - 'First Storage Group'

[Start] Applying transaction log ...
[End] Applying transaction log

[End] Storage Group - 'First St orage Group'
ééééé
[Start] Storage Group - 'SG2'
[Start] Database - ‘acct'
Restoring file 'E: \ Program Files  \ Exchsrvr \ SG2 acct.edb' ...
Restoring file 'E: \ Program Files  \ Exchsrvr \ SG2A acct.stm' ...
[End] Database - ‘acct'
[Start] Rest oring transaction log - 'SG2'
Restoring Log File 'F: \ Temp\ restore.tmp  \ SGA E0100072.log' ...
Restoring Log File 'F: \ Temp\ restore.tmp  \ SGA E0100073.log'" ...
[End] Restoring transaction log - 'SG2'

[Start] Applying transaction log ...
[En d] Applying transaction log
[End] Storage Group - 'SG2'
[End] Exchange Server - 'WIN2000SVR'

E:\ Program Files  \ OBM bin>

(Example 2) To restore the database named [mail] in storage group [SG5] from backup
available in [F:\Backup] to an exchange server named [WIN2000SVR] using the temporary

directory [F:\Temp], you can use this command:
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E:\Program Files\Gigasoft Online Backup Manager\bin> ExchangeRestore DIR="F:\Backup"
TEMP="F:\Temp" SERVER="WIN2000SVR" SERVICE="Microsoft Information Store"

STORAGE="SG5" DATABASE="maill"

Exchange Server Recovery Example:

E:\ Program Files \ OBN bin> ExchangeRestore DIR="F: \ Backup" TEMP="F:
SERVER="WIN2000SVR" SERVICE="Microsoft Information Store" STORAGE="SG5"
DATABASE="mail"
Microsoft Exchange Server 2000/2003 B ackup Recovery Utility
- 'SGSH'
- 'mail’
\ Program Files

[Start] Storage Group

[Start] Database
Restoring file 'E:
Restoring file 'E: \ Program Files

[End] Database - 'mail'

[Start] Restoring transaction log
Restoring Log File 'F: \ Temp\ restore.tmp
Restoring Log File 'F: \ Temp\ restore.tmp

[End] Restoring transaction log - 'SG5'

[Start] Applying transaction log ...

[End] Applying transaction log

[End] Storage Group - 'SGY5'

\ Exchsrvr \ SG8 mail.edb’ ...
\ Exchsrvr \ SGB mail.stm' ...

- 'SG5'

\ SG8B E0300012.log" ...
\ SGS E0300013.l0g' ...

E:\ Program Files  \ OBN bin>

\ Temp"

f. Repeat the same procedure for each database to be restored to the Exchange Server.

g. You can use [Start] -> [Program] -> [Administrative Tools] -> [Event Viewer] to check if
there are any errors generated from the exchange databases restoring activities.

vi. However, if ExchangeRestore.exe still cannot mount the restored files and returns with strange
errors, e.g. bad signature, or null errors. Then Exchange server might have incorrectly spooled
the backup files in the first place. Please try to mount the restored database and log files

manually by the following instructions:

a. In MS Exchange System Manager, dismount both the Mailbox Store and Public Folder Store

from the server.

b. Copy all the restored database files to the MDBDATA folder (By default, the MDBDATA folder

is located under C:\Program Files\Excgsrvr\)

Mailbox Store:
- privl.edb
- privl.stm
Public Folder Store:
- publ.edb
- publ.stm

c. Run "eseutil /r" to apply the transaction log files to bring the database to a consistent state,

e.g.:

C:\ Program Files  \ Exchsrvr

\ MDBDATA> .. \ bin \ eseutil /r e00

The above command will try to bring all the databases handled by the transaction log files

starti wi th

state.

ng

d. Run "eseutil /p" to repair the database files, e.g.:

\ Program Files
\

C:
C:\ Program Files

i e 0\Prograno Kilash\Exahsrir\tMDBO:A T A 0

into clean

\ Exchsrvr \ MDBDATA> ..\ bin \ eseutil /p privl.edb
\ Exchsrvr \ MDBDATA> ..\ bin \ eseutil /p publ.edb

e. Mount both Mailbox Store and Public Folder Store to the Server through the MS Exchange

System Manager.

vii. Completed
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13 Backup/Restore Windows System State

This chapter will describe in details how to use G-OBM to backup Windows System State and how you can restore
your Windows System State from backup.

13.1 Requirements

i Microsoft Windows XP Professional / 2003
ii. G-OBM must be installed onto the computer containing the system state you want to backup

iii.  Windows system state will be backed up to a temporary file before it is sent to the offsite backup
server. Please make sure you have sufficient space on your computer to store the temporary file
when you run the backup job.

13.2 Overview

G-OBM will backup your Microsoft Exchange Server by taking the following steps:
i Run all Pre-Commands of this backup set
ii.  Windows System State will be backed up to a temporary directory specified in its backup set
iii.  Run all Post-Commands of this backup set

iv. Upload the Windows System State backup files from the temporary directory to the Offsite
Backup Server

v. Remove the Windows System State temporary backup files from the temporary directory if
[Setting] -> [Temporary Directory for storing backup files] is enabled
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13.3 How to backup Windows System State

Please follow the instructions below to backup Windows System State using G-OBM:

i Open G-OBM

Right click G-OBM icon available in the system tray and choose [Open]

Help
Stop Running Backup

Exit

ii.  Create a backup set
a. From the Menu, Choose [Backup Set] -> [New] -> [System State Backup Set]

¥ Gipasoft Online Backup Manapger. |Z||E\rz\
Restore  Tools Wiew  Help
(&) File Backup Set

A Remove » [ System State Backup Set
[ Lotus Backup Set

[ MS Exchange Backup Set

Backup

set-1

H Save Setting

B Exit |\_‘ MS Exchange Mail Level Backup Set
{8 Backup & (i) M5 5L Server Backup Set
-4 Backup Fi [ MysaL Backup Set entication for Windows
Elcomman
= @) Oracle Database Backup Set
}_2 Setting I o .M.'i.,

g Encryption Passwaord.
ﬁ[ Retention Policy

[ In-File Delta
é Lotal Capy Run scheduled backup on this computer

Log Tahle (FileBackupSet-1) el
Type ‘ Log Time
@ Start [Windows ¥P (CCLLAP1), Gigasoft0BM 5.2.4.0] [2008/03/27 13:51:08] )
@ Start running pre-commands [200&i03/27 13:51:08]
@ Finished running pre-commands [200&i03/27 13:51:08]
@ [Shadow Copy] Another snapshot of this volume is running [200&i03/27 13:51:08]
@ Waiting for other backup job to finish [200&i03/27 13:51:08] W
@ Start running postcommands [2002i03/27 13:52:08] 3
& Backup | @ Restore | [ Log
Backup nferrupted by User Quota (Remaining { Total): 500 / 50M |Last Backup: -
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b.  Enter a name for your backup set

x
~Backup Set
Please type a name for this Backup Set.

Marme: |System8tateBackupSet—1|

10 1169009343437
Type:  System State Backup

Cancel | = Erevious | Mext = |

C. Use the [Change] button to configure the [Temporary directory for storing backup files]
setting and check the [Remove temporary files after backup] if you want temporary files to
be removed automatically after backup

Add new System State Backup Set x|

rBackup Saurce

- o My Computer
B System State

~Temporary directony for storing backup files

|C:1Elackup18\,rstem5tate Change |

¥ Remave tempaorary files after backup

Cancel | = Previous | Mext = |

d. Enter a temporary directory for storing the backup files before they are sent to the Offsite
Backup Server

e. Set the backup schedule for this backup set
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Add new System State Backup Set x|

~Backup Schedule
Please schedule the backup time

Add Remove | Propetties |

Cancel | = Previous | Mext = |

f. Set the encryption algorithm, encryption mode and encrypting key for this backup set

Add new System State Backup Set x|

~Encryption Setting
Please setup the encryplion setting of the Backup Set.

" Default {Use Login Passward as Encrypting Key
(o

[~ Do KOT use encryption.

Algarithm: IAES 'I

Mode:
' CBC (Cipher Block Chaining)

{ ECB {Electronic CookBaoak)

Encrypting Key: |

Confirm Encrypting Key: |

Cancel | = Previous et =

(Hint: For maximum security, please select AES (Advanced Encryption Standard) Algorithm,
CBC (Cipher Block Chaining) mode and use an encrypting key with more than 8 characters.)

iii.  Run Backup

Select the backup set you want to run on the left panel and press the [Start Backup] button
(»)

b. Select [Off-site Backup Server] to start backing up your files to the Offsite Backup Server
and press the [OK] button
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Backup to

& Dffsite B

¢~ Local Hard Disk (Seed Load Utility)

Start the backup for [MSExchangeBackupSet-1] 7

ok | Cancel |

c.  You should get something similar to the screen shot below.

= | Gigasoft Online Backup Manager, g@g‘
Backup Set  Backup Wiew
=0
Lio Backup Controller @( [#] Backup Set- MSExchangeBackupSet-1
m Wser Profil Backup Set
= P Dackup Saurce Mame: MEExchangeBackupSet-1
i Backup Schedule Type:  Microgoft Exchange Server Backup
Iﬁcummanu Line Tool E—
L getting
By Encryption
Log Tahle (MSExchangeBackupSet-1)
Type | Log Tirne
@ Stan [2004/01/31 13:53:47] -
@ Start running pre-commands [2004/01/31 13:53:47]
&) Finished running pre-commans [2004701/31 13:53:47]
@ Using Temporary Directory - F\BackupiMSExchangevi 071124, [2004/01/31 12:53:47]
@ Start Microsoft Exchange hackup [2004/01/31 13:53:47]
(&) [Star] Exchange Server - "WilN2000SWR" [2004/01/31 12:53:47]
@ [Start] Service - "Microsoft Information Store” [2004/01/31 13:53:47]
@ [Star] Storage Group - "First Starage Group" [2004/01/31 13:53:47]
@ [Star]] Database - "Mailbox Store (WIN20005YR)" [2004/01/31 13:53:47]
@ Backing up 'E\Program Files\Exchsnrimdbdatalprivl .edh’ [2004/01/31 13:53:47]
3 Backing up ‘EXProgram Files\Exchsnmimdhbdatalprivl.stm' .. [2004701/31 13:53:48]
[©)) [Ene] Database (200401731 13:53:51]
@ [Star] Database - "Public Folder Stare (AIN20008VR)Y" [2004/01/31 13:53:51]
@ Backing up 'EXProgram Files\Exchsnrimdbdatalpubt.edh.. (2004501531 13:53:51]
@ Backing up 'E\Program Files\Exchenmimdbdataipubt.stm’, [2004/01/31 13:54:19]
@ [End] Database (2004501531 13:54:27]
@ [Starf] Backing up log files .. [2004/01/31 13:54:22]
@ Backing up 'E\Program Files\ExchermimdbdatalEODOOOB, [2004/01/31 13:54:23] LI

| Backup ﬂl

‘ Backing up ‘EX\Program FilesiExchsnmE8GNacct.stm' ..

|Quuta (Remaining f Total). 48.06G / 506G ‘Lasmackup. 2004-01-31 10:42

13.4 How to restore Windows System State

Please follow the instructions below to restore Windows System State from the Offsite Backup Server.
i Install G-OBM (if required)

Please refer to the [Installation] section for information on how to install G-OBM onto your
computer.

Restore the Windows System State Backup File (i.e. SystemState.bkf) from the backup server

iii. Use [NTBackup.exe] to restore your Windows System State to its backup time from the backup
file by following the instructions below:

a. Run [NTBackup.exe] from [Start] -> [Run]
b. Press the [Restore Wizard] button and then press the [Next] button

c. Press the [Import] button and use the [Browse] button to select the backup file
[SystemState.bkf] downloaded

d. Select the checkbox next to the description that matches your backup file
e. Press the [Next] button and then the [Finish] button

iv. Completed
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14 Backup/Restore Individual Brick Level Backup for Microsoft

Exchange Server

14.1 Requirements

i Microsoft Exchange Server 2000 with Services Pack 3 and post-SP3 update rollup installed. Please
refer to http://www.microsoft.com/exchange/ for more information.
or
Microsoft Exchange Server 2003.

ii. G-OBM must be installed onto the computer running Microsoft Exchange Server 2000 / 2003.

14.2 Overview

Brick Level Backup for Microsoft Exchange Server is not designed to fully protect an Exchange server, but to
facilitate easy backup and fast restore of individual emails, contacts, calendars, tasks etc. The brick level restore
cannot fully recover the Information Store after a disaster. If used, a brick level backup must be utilized in
conjunction with full Information Store Backup, in order to fully protect the exchange server.

14.3 Granting Privileges

Brick Level Backup requires i Fu |l | Mail box Accesso per mi sGOBMn Normally, GIOBM caser r un
acquire the permission on itds own but if you encounter 6Access |
privileges to the user running G-OBM using one of the following instructions below:

For one specific mailbox

Use the following procedure to grant access to an Exchange 2000 or an Exchange 2003 mailbox:
1  Start Active Directory Users and Computers.
2 On the View menu, ensure that the Advanced Features check box is selected.
3 Right-click the user whose mailbox you want to give permissions to and choose Properties.
4 On the Exchange Advanced tab, click Mailbox Rights.

5 Notice that the Domain Admins and Enterprise Admins have both been given Deny access to Full Mailbox
access.

6 Click Add, click the user or group who you want to have access to this mailbox, and then click OK.
7  Be sure that the user or group is selected in the Name box.

8 In the Permissions list, click Allow next to Full Mailbox Access, and then click OK.

9 Click Ok all the way out.

10 Restart the Microsoft Exchange Information Store.

For mailboxes lo cated within a specific mailbox store

Use the following procedure to grant access to an Exchange 2000 or an Exchange 2003 mailbox found on a
specific mailbox store:

1  Start Exchange System Manager.
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2 Drill down to your server object within the appropriate Administrative Group. Expand the server object
and find the required mailbox store within the appropriate Storage Group. Right-click it and choose
Properties.

3 In the Properties window go to the Security tab.

4  Click Add, click the user or group who you want to have access to the mailboxes, and then click OK.
5 Be sure that the user or group is selected in the Name box.

6 In the Permissions list, click Allow next to Full Control, and then click OK.

7  Click 'Apply' and 'OK'

8 Restart the Microsoft Exchange Information Store.

For mailboxes located within a specific server

1  Start Exchange System Manager.

2 Drill down to your server object within the appropriate Administrative Group. Right-click it and choose
Properties.

3 In the Properties window go to the Security tab.

4  Click Add, click the user or group who you want to have access to the mailboxes, and then click OK.
5 Be sure that the user or group is selected in the Name box.

6 In the Permissions list, click Allow next to Full Control, and then click OK.

7  Click Ok all the way out.

8 Restart the Microsoft Exchange Information Store.
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14.4 How to backup Individual Brick Level Backup

Please follow the instructions below to backup all individual items within your Microsoft Exchange Server 2000 /

2003 using G-OBM:

i Open G-OBM

Right click G-OBM icon available in the system tray and choose [Open]

Help
Stop Running Backup #

Exik

ii. Create a backup set

a. From the Menu, Choose [Backup Set] -> [New] -> [MS Exchange Mail Level Backup Set]

% Gigasoft Online Backup Manager,
Restore  Tools  View Help
[ File Backup Set

.31_ Remove » hq.a* System State Backup Set

[ Lotus Backup Set el

B=1ES

HSave Setting —
[#] MS Exchange Backup Set

[ Esit [3) M3 Exchange Mail Level Backup Set
L[ packups [T M3 S0OL Server Backup Set

i’éf COracle Datahase Backup Set

L) Encryption Password:

<4 Backup Fi () mysQL Backup Set entication for Windows

ﬁ' Retention Palicy
{4 In-File Delta i
é Local Copy Run scheduled backup on this computer

Log Table (FileBackupSet1) “
Type ‘ Log | Time |
@ Start [Windows ¥P (COLLART), GigasofOEM 52.4.0] [2008/03/27 13:51:08] A&
D Start running pre-commands [2008/03727F 13:51:08]

@ Finished running pre-commands [2008/0327 13:51:08]
@ [Shadow Copy] Another shapshaot of this volume is running [2008/03/27 13:51:08]
@ ‘Waiting for other backup job to finish [2008/03/27 13:51:08] D
@ Start running post-commands [2008/03/27 13:52:08)

& Backup | &) Restore | @ Log
Backup Interrupted by User

Quota (Remaining f Total) 50M/ 50M | Last Backup. -
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b.  Enter a name for your backup set

Add new MS Exchange Backup Set
~Backup Set

Flease type a name for this Backup Set.

MNarme: |MSExMaiILeveIBackupBet—1

IC: 1169187729785
Type: MS Exchange Mail Level Backup

Cancel | = Frevious | et =

c. Select the email account(s) to backup

Add new MS Exchange Backup Set

Backup Source

Please select Database to he backed up.

MName | FromiTo |
=- 3 S0L-WIN2000

O3 Mailbox Store
[ 59 Public Folder Store

Cancel | = Previous | Mexd =

Add new MS Exchange Backup Set
rBackup Source

x|

Please select Database to he backed up

Mame I Fram ! To I
E- [ S0L-WIN2000

- (52 Mailbox Store

[1€5t ADMINISTRATOR
€5 JANE.DOE

185 JOHN. SMITH
D@ SYSTEMMAILBORE
[ &9 Public Folder Store

Cancel | = Pravious Mexd =
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d.

e.

Add new MS Exchange Backup Set x|

rBackup Source

FPlease select Database to he hacked up.

Mame | FromiTo |
E- 5 s0LwiNz000 =
-0 2 Mailbox Store
(185t ADMINISTRATOR
=[] €5 JANE.DOE
7 5 calendar
1785 Contacts
& Deleted Iterns

B 126 JOHM.SMITH =l

Cancel |

= Previous | Mexd =

You can drill down to select individual items.

Set the backup schedule
x|

rBackup Schedule
Flease schedule the hackup time.

Add Remove | Propeties |

= Previous | et = |

Cancel |

BackupSchedule-1 Properties x|

Narne: [BackupSchedule-1
~Backup

MS Exchange Mailbox

~Type
& Daily © wjeekly O Manthly O Custam

~Day
Backup everyday

Start
Start Time (hh:mmj): |21 YI:IDD vl
~Stop

@ Stop aon campletion (Full Backup)

" Stap aﬂerls hiuris)

QK | Cancel |

Set the encryption algorithm, encryption mode and encrypting key for this backup set
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Add new MS Exchange Backup Set

rEncryption Setting

" Default {Use Login Passward as Encrypting Key)

Flease setup the encryption setting of the Backup Set.

[~ Do MNOT use encryption.

Algarithim: IAES l

lode:
& CBC (Cipher Block Chaining)

¢~ ECE (Electronic CookBook)

Encrypting Key: |

Canfittm Encrynting Key: |

= Previous

Cancel |

MNexd =

(Hint: For maximum security, please select AES (Advanced Encryption Standard) Algorithm,
CBC (Cipher Block Chaining) mode and use an encrypting key with more than 8 characters.)

iii. Run Backup

a. Select the backup set you want to run on the left panel and press the [Start Backup] button

(»)

b. Select [Offsite Backup Server] to start backing up your files to the Offsite Backup Server

and press the [OK] button

Cor

Backup o

% Offsite Backup Server
& Local Hard Disk iLocal Copy)

 Local Hard Disk (Seed Load Utility)

Startthe backup for MSExMailLeve BackupSet-1] 7

0K | Cancel

'm Backup Start 5[

c.  You should get something similar to the screen shot below.

Gigasoft Online Backup Manager
Backup Set Backup Restore Tools Wiew Help

|7 5ave Setting P> Start Backup [ Siop Backup |

&> Backup Controller (% || Backup Set- MSExMailLevelBackupSet 1

Eé._'&ser Profile Backup Set

Name: MSExMailLevelBackupset 1
D 1169187729785
Type: M3 Exchange Mail Level Backup

£ Backup Source
{8 Backup Schedule
5] Cornmand Line Tool

{§ seting Log Table (MSExMallLevelBackupSet1)
{2} Encrypiion |

Log I Time [

5] Extra Backup

Latal oy Start running pre-commands

Finished running pre-commands
Reatfing backup sourse from hard disk
Downloading server file list
Downloading server file list.. Completed

Geting all files which have been added

Getting all files which have been deleted

Number Of E-mail Account Remain="2"
Exist E-mail Azcount

JANE.DOE

Total New E-mail Account = 1
JANE.DOE

Total Deleted E-mail Accaunt = 0

Total New Mail = &

Total Deleted Mail = 0

Start[Windows 2000 (s0-win2000), 0B 6.31.0]

Reatling hackup source from hard disk... Gompleted

Getting all files which have heen added... Campleted

Getting all files which have heen deleted... Completed

[2007/01/1617:08:66) &
[2007/01/19 17:08:55]
12007101119 17:08:55]
1200710118 17:08:585]
120070119 17.08:55]
[2007/01/19 17:08:55]
12007101119 17:08:56]
[2007/01/18 17:08:56]
120070119 17.08:586]
[2007/01419 17:08:67]
[2007/01/19 17:08:57]
12007101419 17:08:57]
[2007/0141817.08:57]
12007101419 17.08:57]
[2007/01/19 17:08:57]
[2007/01/1917:08:57]
12007101418 17:08:57]
12007101419 17.09:57]
[2007/01/16 17:08:57]

[1719] [Mewr Directon] Uploading "SOLAINZ000"
2/19] [Mew Dirastony] Uplaading "SOL-WIN2000WMailbox Store"

3719 [Mewr Directon] Uploading "SOL-WIN2000Wailbax Store\ANE DOE”

[4719] [Mew Directory] Uploading "SOL-AWINZ000Wailbox StorelJANE DOEWCalendar”

[2007/01/19 17:08:58]
1200710118 17:08:58]
12007101419 17.08:58]
[2007/01416 17:08:68]

[5719] [Mewr Mail] Uploading 1 00% of ' SOLAIN StorelANE. DOELC
[6719] [Mewr Maill Uploading 100% of'SOLAIN StorelANE. DOELC:

' [2007/0141917:08:59]
12007101119 17:08:59]

[7/18] [Mew Mail] Uploading 100% of*SOLYIN2000Wailhox StoreslJANE DOE\Calendanaaa”
[8718] [Mewr Directan] Uploading “SOLAWINZ000Mailbx StorelANE. DOEWContacts”
10F1 81 Mhiaur Wil | Inin ardin s 1008 oGO AND AN MM il Glare) INE NAFI A artactettact®

12007101418 17:10:00]
12007101419 17:10:00]
PANTIN A6 1 74

]

" & Backup | @ Restore| [ Log

|Backup Completed Successiully

|Quota (Remaining / Total): 9.866 i 106 | Last Backup: 2007-01-19 16:50
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14.5 How to restore Individual Brick Level Backup

Please follow the instructions below to restore individual emails, contacts, calendars, tasks etc. from the Offsite

Backup Server back into your exchange server. Please note that individual brick level can only be restored using
the G-OBM client.

i Open G-OBM

Right click G-OBM icon available in the system tray and choose [Open]
K=

Help
Stop Running Backup  »

Exit

ii.  Choose the [Restore] tab and select the items you want to restore

% Gigasoft Online Backup Manager =]

Backup Set Backup Restore Tools View Help
H Save Setting |’ Restore Files |

Q'l Restare Controller li@ Restore Source (MSExMailLevelBackupSet-1)
—{./MSExMailLevelBackupSet-1)

@ Showfiles afier Job |2uu?-m-19(17 09:55) v | € Showallfiles
Eﬁ Backup Server
EHIE S0LWIN200D

&[4 Mailbox Stare

=025 JANE DOE
= calendar

Subject: test appointment (Received: Tue 8i1/2006 9:00 AM Size: Bk)
ubject: test appointment2 (Received: Tue 81/2008 11:00 AM Size: BK)
ubject aza (Received: Tue 8/1/2006 12:00 PM Size: Bk)

L AEE test (Date Modified: Fri 17132007 5:038 PM Size: Gk)

@ Deleted ltems

1 Drafts

=HOL Inbox

- Subject testing email (Received: Tue 8172008 2:40 PM Size: 10k)
—O & .Journal

L Notes

—03 Outhox

+- =4 Sent ltems

‘o Backup ) Restare | &) Log

|Eackup caompleted Successfully

\Quma (Rermaining ! Totaly: 8.86G /106G |La5!Eackup 2007-01-1916:59

Gigasoft Holdings Plc Page 91 of 102 (March 31, 2008)



S

i Gigasoft Holdings Plc

Gigasoft Online Backup

User Guide

iv.

V.

Press the [Restore Files] button

¥ Restore Files

Backup Set: MSExMailLevelBackupSet-1 (Micrasoft Exchange Mail (MAP)

Time | Log

Estimated Total Restore Time:
Estimated Restare Time:
Saving File Ta:

Restaring Speed:

Close |

Start | Stop |

Press [Start]

% Restore Files

Backup Set: MSExMailLevelBackupSet-1 (Microsoft Exchange Mail (MAPI)

Time | Log

2007-01-19 17:16:50 Start
2007-01-1917:16:50 Downloading restore file list ..

2007-01-1917:16:50 End

2007-01-1917:16:50 Same mail "SoL-WIN2000WMailbox StorelJANE.DOBEWCalendantest appoi...
2007-01-1917:16:50 Same mail "SoL-WIN2000WMailbox StorelJANE.DOBEWCalendantest appoi...
2007-01-1917:16:50 Same mail "SOL-WIN2000WMailbox StorelJANE.DOEWC alendanaas” exist..
2007-01-1917:16:50 Same mail "SOL-YWIN2000Wailbox StoretbJANE.DOEWC ontactsitest” exist...
2007-01-1917:16:50 Same mail "SoL-WIN2000Mailhox StorelJANE. DOBUnboxtesting email” ..

Estimated Total Restore Time: 0 sec {Total -39.31k bytes - 0 bytes restared)

Estimated Restore Time: 0 sec (Total 0 bytes - 0 bytes restared)
Saving File To:
Restaring Speed: 0 bytesizecond
Close | Start | Stop |
|End

Restore complete. Please logon to exchange to get the restored items.
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15 Backup/Restore MySQL Server

This chapter will describe in details how to use G-OBM to backup your MySQL server and how you can restore
your MySQL server from the database backup files.

15.1 Requirements

G-OBM must be installed onto the computer running MySQL server.

Data from MySQL server will be backed up to a temporary directory before they are sent to the
Offsite Backup Server. Please make sure you have sufficient space on your computer to store
these data when you run the backup job.

There must be a MySQL account can be used to connect from localhost.
Add two new MySQL accounts for Backup Manager

mysql> GRANT ALL PRIVILEGES ON *.* TO 'root'@'localhost’
-> IDENTIFIED BY 'some_pass';

mysql> GRANT ALL PRIVILEGES ON *.* TO 'root'@'localhost.localdomain’
-> IDENTIFIED BY 'some_pass';

mysql> FLUSH PRIVILEGES;

They are superuser accounts with full privileges to do anything with a password of some_pass.

15.2 Overview

G-OBM will backup your MySQL server by taking the following steps:

Run all Pre-Commands of this backup set

All database(s) (either local or external) selected are backed up to a temporary directory specified
in its backup set

Run all Post-Commands of this backup set
Upload all backup files from the temporary directory to the Offsite Backup Server

Remove temporary files from the temporary directory if [Setting] -> [Temporary Directory for
storing backup files] is enabled
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15.3 How to backup MySQL server on Windows

Please follow the instructions below to backup your MySQL server using G-OBM:

i Open G-OBM

Right click G-OBM icon available in the system tray and choose [Open]

Help

Stop Running Backup  #

Exit

ii. From the Menu, Choose [Backup Set] -> [New] -> [MySQL Backup Set]
Create a backup set

a. From the Menu, Choose [Backup Set] -> [New] -> [MySQL Backup Set]

(4 Remove

* Gigasoft Online Backup Manager,

|,5| Save Setting

Restore  Tools Wi
(&) File Backup Set

ew  Help

M [d8 System State Backup Set

|4 Lotus Backup S

[#) M Exchange Backup Set

ot jel-1

=

ail Level Backup Set

entication far Windows

[H Exit |5 Mg Exchange M

(O Backups [ MS 5GL Server Backup Set
4 Backun Fi [ WySaL Backup Set

! EICur.nman [é‘orac\e Database Backup Set
}J Setting T

g Encryption Password

i Retention Policy

h 5 Extra Backup

L In-File Delta

E éLacalCopy

Run scheduled backup on this computer

#lLo

g Tahle (FileBackupSet-1)

Log

Time

Start [ Windows XP (CCLLAP1), GigasolOBM 5.2.4.0]
Start running pre-commands

Finished running pre-commands

[Shadow Copy] Another gnapshot of this volume is running
Waiting for other hackup jab to finish

Start running post-commands

[2008/M03/27 13:51:08] ~
[2008/M3/27 13:51:08]
[2008/M032/27 13:51:08]
[2008/m3/27 13:51:08]
[2008/03/27 13:51:08]
[2008/M03/27 13:52:08]

& Backup \9 Restore | [ Log
Backup Interrupted by User

Quota (Remaining / Total): 50M / 50M | Last Backup: -

b. Enter a name for your backup set

~Backup Set

Please tyne a name for this Backup Set.

Type: MySGQL
rMySaL

Mame: |MySQLBackupSet-1

Backup

User Name:

Password

root

Hostlocalhost

Port [3306

Path to mysgldurmp

IC.\mysql\mn

Change

= FPreyious

Cancel
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C. Enter the root password, the MySQL server TCP/IP port number and the path to MySQL
backup utility (mysqgldump)

d. Select the database(s) to be backup

~Backup Source
Flease select databases to be backed up

r Temporary directory for storing hackup files

[cBackupwysaL Change
= Previous Cancel

e. Enter a temporary directory for storing the backup files before they are sent to the Offsite
Backup Server, e.g. C:\Backup\MySQL

f. Set the backup schedule for Database Backup

~Backup Schedule
Pleaze schedule the backup time

BackupSchedule (Type: Yeekly - Friday)

Add Remove | Properties |

Cancel

= Previous

g. Set the encryption algorithm, encryption mode and encrypting key for this backup set

~Encryption Setting
Please setup the encryption setting of the Backup Set.

[~ Do NOT use encryption

Algorithrm: |AES -

Made
* CBC (Cipher Block Chaining)

 ECE (Electronic CookBook)

Encrypting key: r*"““*

Confirm Encrypting Key: |“”‘“*

= Previous

cancel

(Hint: For maximum security, please select AES (Advanced Encryption Standard) Algorithm,
CBC (Cipher Block Chaining) mode and use an encrypting key with more than 8 characters.)
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iii.  Run Backup

a. Select the backup set you want to run on the left panel and press the [Start Backup] button
»)

Select [Off-site Backup Server] to start backing up your files to the Offsite Backup Server
and press the [OK] button

Backup to

(v Off-site Backup Server

¢ Local Hard Disk (Seed Load Liility)

Start the backup for [MySQLBackupSet-1] ?

Cancel |

c.  You should get something similar to the screen shot below.

< Gigasoft Online Backup Manager M=
Backup Set  Backup View
F
4 Backup Contraller | [Ha Backup Set- MySGLBackupSet 1
(47 User Profile Backup Set N
(&) OracleBackupSet-1 :
(@] Lotus Notes Mame: MySQLBackupSet1
[EIMSSQLBackupSet1 Type:  MySQL Backup
[FIMSExchangeBackupSet1 MygaL
BackupSet-7
ey User Name: root
Bac 11
Backup Source Passwaor:
) iackup Schedule Host Iocalhost
~o[™] Command Line Taol Port 3306
- setting
& Eneryption Path to
(C\mysul\hm
Log Table (MySQLBackupSet-1) &
Type | Log Time [
@ Start [2004/07/2216:47.01] -]
@) startrunning pre-commands [2004/07/22 16:47:01]
@ Finished running pre-commands [2004/07/22 16:47:01]
@ Using Termporary Directory - ‘C\BackupiMySGLU1088780442718" [2004/07/2218:47.01]
@) IStart Backing up database myscl’ta mysgl sl* [2004/07/22 16:47:01]
@  [End [2004/07/22 16:47.01]
@ Start running post-commands [2004/07/2218:47.01] j

Backup | Log

‘Flmshed running postcommands

|Quu1a iRemaining [ Totaly: 49.9G J 506 ‘Laleackup. 2004-07-2214:32

15.4 How to restore MySQL server

Please follow the instructions below to restore MySQL server from the Gigasoft Offsite Backup Server.

i. Download the database backup files to be restored from the Offsite Backup Server

Please refer to the [5.3 Restoring file] section for information on how to download backup files
from the Offsite Backup Server.

ii. Restore the database named [db_name] from the database backup file [db_name.sql]:
a. Connect to the MySQL server

(Windows) C:\> mysql
(Linux) [root@server ~]# mysql

b. Create the database to be restored

mysql> CREATE DATABASE IF NOT EXISTS db_name
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c.Restore the database backup file back into the MySQL server

mysql> use db_name ;
mysql> source db_name.sql ;

If db_name.sql is not located in the current directory, please specify the full path to the
db_name.sql file in the command above.

iii. Repeat the same procedure for each database to be restored to the MySQL Server.

iv. Completed
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16 Email Reporting

The Gigasoft Offsite Backup Server makes use of the email system to keep you informed with the status of your
backup activities. Please make sure your contact information within the backup system is correct to receive the
reports described in this chapter.

16.1 Backup Job Report

For each backup job you have run, a backup job report will be sent to you by email. This report contains a
summary for the backup job that was run and a full listing of all files being backed up by the backup job. The
backup summary report contains the following information:

Sample Backup Summary Report

Online Backup Job Report

Generated at: SatJun 21 10:00:05 HET 2003

Backup Job Summary User Setting

Backup Time s 21-Jun-2003 09587 - 21-Jun-2003 0957 Login Mame s Mewdccount

Status : Backup finished successfully Alias s Mew Testing Account Mame
Mewr Files* 1 [9k] Language rEnglizh

Updated Files*® 1 [4k] Contact L USENENOU-COMmPpany.corm

Deleted Files* 1 [4k]
Moved Files* =1 [3k]

*Unit=Mo. of Files [Total Size] Backup Setting

Backup Source L CAMy Docurmenty
Afull listing of all hackup files is available in the attached file.

Backup Statistics

Backup Data Size* @ 7[314k]
Retention Area Size* @ 2 [13k]

Backup Quata HE
FAQs: Remaining Quota  © 48.7M
1. Why are you recefving this report? * Unit= Mo. of Files [Total Size]
You are receiving this report hecause you are registered
as one of the contacts of this Online Backup account and
this paricular account has performed a hackup job
recently.
2. What if you have exceeded your guota?
Ifyour recycle bin size is not empty, you can empty yvour
recycle bin to free up more space. Pleaze contact us for
maore information on how to increase your storage quota.
Iffuther assistance is necessary, please refer to the FAQS
gection.
Key Description
Backup Time The time when the backup job ran
Backup Status The overall status of the backup job. Normally, you should see fiBackup
finished successfullyo in this field. If you happen to get something else,
please consult the attached full report for more information.
New Files Total number and size of backup files added to your backup set
Updated Files Total number and size of backup files updated in your backup set
Deleted Files Total number and size of backup files deleted from your backup set
Moved Files Total number and size of backup files relocated in your backup set
Login Name Login hame
Alias Alias
Language Preferred Language for your backup report
Contact Email Address that will be used to contact you
Backup Source All files/directories that will be backed up
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Backup Data Size
Retention Area Size

The total backup data stored in the data area

The total backup data stored in the retention area. Old copies of updated
or deleted backup files are retained in the retention area for the number of
days as specified by the retention policy of the backup set before they are
removed from the system.

Backup Quota

Remaining Quota

Backup Quota
Remaining Quota

The full backup report, which contains a full listing of all files backed up by the backup job, is attached to the
backup job report email as a zip file. You need to unzip it before you can read the full report.

Sample Report

Full Backup Report

Generated at: Sat Jun 21 10:00:05 HKT 2003

Backup Set ;| BackupSet-0 Mew files* 1 [k bytes
Backup Job Z003-06-21 (09:58) Updated files* 1 [k bytes
Backup Status|: | Backup finished successfully Deleted files* 1 [4k bytes
Backup Time Z003-06-21 09:57 - 2003-06-21 09:57 Mowved files* 1 [3k bytes

* Unit = Murmber of files [Total file size

Backup Logs

No Type Timestamp Backup Logs

1 Info 2003-06-21 09:57 Start running pre-commands

bed Infao Z003-06-21 09:57 Finished running pre-commands
5 Infao 2003-06-21 09:57 Start running post-commands

et Infao 2003-06-21 09:57 Finished running post-cormmands

New Files

*compressed
Last Modified
Z003-06-21 0957

No. Files Size*
1 CihTestylibyMew DAMIEL.DOC ak

Updated Files
Size*
1 CiyTestylibhDANIEL.DOC ak

*compressed
Last Modified
2003-06-21 09:57

No. Files

Deleted Files

*compresse
Last Modified
1996-11-29 15:45

MNo. Files Size*
1 ChTestyib\DANIEL_A . BAkK 4k

Mowved Files

*compressed

MNo. Files Size* Last Modified

1 CihTesthKIMNGL.BAK -= CATest\ibA\KING1 BAK 3k 2003-06-05 12:35
Key Description
Backup Set The name of the backup set
Backup Job The name of the backup job (which is the start time of the backup job)

Backup Status

The overall status of the backup job. Normally, you should see fiBackup
finished successfullyo in this field. If you happen to get something else,
please consult the attached full report for more information.

Backup Time The time when the backup job ran
Backup Log All messages logged when running this backup job
New Files Total number and size of backup files added to your backup set

Updated Files

Total number and size of backup files updated in your backup set

Deleted Files

Total number and size of backup files deleted from your backup set

Moved Files

Total number and size of backup files relocated in your backup set

New File List

Full list of all backup files added to your backup set

Updated File List

Full list of all backup files updated in your backup set

Deleted File List

Full list of all backup files deleted from your backup set

Moved File List

Full list of all backup files relocated in your backup set
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16.2 Setting Change Report

After you have updated your user profile or backup setting, a setting change report will be sent to you. This
report allows you to track record of the changes that have been made to your backup account.

Sample R eport

Backup Setting Changes Report

Generated at: SatJun 21 11:00:00 HKT 2003

Why are you receiving this report ?

Login Mame s NewAccount
Yau are receiving this report since your personal or backup Alias Thlew Testing Account Marne
setting has heen updated. Please confirm the information Language rEnglish
shown onthe right is correct. Please make sure your setting is Contact I USERENOUR-COMmpany.com
not updated by someone on your contact list. If none of them Backup Quota 50

makes this changes, chanage your password, correct your
sefting and see ifthis happens again. Ifthis happens again,

please contact us for further investigation.

Iffurther assistance is necessary, please refer to the FAQs
section.

Backup Set - BackupSet-0

Sourcels) Gy Documentt

Schedule(s) tMone

Filter tMone

Retention Palicy rkeep deleted files for ¥ days

Transfer Size 266k bytes

Pre-Command(s) tMone

FostCommand{s) :Mane

Key Description

Login Name Login name

Alias Alias

Language Preferred Language for your backup reports
Contact Email Address that will be used to contact you

Backup Quota

Backup Quota

Backup Source(s)

All backup sources of the backup set

Backup Schedule(s)

All backup schedules of the backup set

Filter(s)

All backup filters of the backup set

Retention Policy

The retention policy of the backup set

Transfer Size

The transfer block size of the backup set

Pre-Command(s)

All Pre-Command(s) of the backup set

Post-Command(s)

All Post-Command(s) of the backup set
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16.3 Inactive User Reminder

You will receive an inactive user reminder in email if your account has been left inactive for the period of 7 days
(or the period specified by the system administrator). This is to remain you that you have not been running
backup for more 7 days. If you are a free trial user, your account will be removed from the system automatically
if the system can track no records of your backup activities in the next 30 days after receiving this report.

Sample Report

Inactive User Reminder

Generated at: Sat Jun 21 11:53:38 HKT 2003

system automatically without further notice. The following is
the backup activity ofthis account:

Last Login Time : 2003-06-21 10:18 AM
Last Backup Time : 2003-06-21 0957 AM

If further assistance is necessary, please refer to the FAGS

Why are you receiving this report ? User Setting
Login Mame s MewwAccount
You are receiving this report because this backup accounthas  Alias : Mew Testing Account Mame
heen inactive far 30 days. Ifthis account stays inactive for Language :English
another 30 days, this account will be remaoved from our Contact LUSErEOU-COMmpany.com

section.
Key Description
Login Name Login hame
Alias Alias
Language Preferred Language for your backup reports
Contact Email Address that will be used to contact you

Backup Quota

Backup Quota

Last Login Time

The last time you logon to the backup system

Last Backup Time

The last time you ran a backup job
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17 Further Information
17.1 FAQs

Please see if your question has already been answered in our FAQs available on our website.

http://www.gigasoftdatabackup.co.uk/files/faq.pdf

17.2 Contact Us

You can contact Gigasoft Holdings Plc by the following methods.

1  http://www.gigasoftdatabackup.co.uk

1  Email support@gigasoftholdings.com

T Call 01279 465654
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